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Abstract

The concept of Software Defined Storage (SDS) has become very popular over the last
few years. It is used in public, private, and hybrid clouds to store enterprise, private,
and other kinds of data. Ceph is an open-source software that implements an SDS stack.

This thesis analyzes the data found on storage devices (OSDs) used to store Ceph
BlueStore data from a data forensics point of view. The OSD data is categorized using
the model proposed by Carrier into the five categories: file system, content, metadata,
file name, and application category. It then describes how the different data can be
connected to present useful information about the content of an OSD and presents the

implementation of a forensic software tool for OSD analysis.
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Abstract (deutsch)

In Laufe der letzten Jahre wurde das Konzept von Software Defined Storage (SDS)
immer populdrer. Es wird sowohl im Rahmen von Public, Private als auch Hybrid
Clouds genutzt, um Unternehmensdaten, private Daten und andere Arten von Daten zu
speichern. Ceph ist eine Open Source Software, die einen SDS-Stack implementiert.
Diese Thesis stellt eine forensische Analyse von Daten auf Speichermedien (OSDs)
dar, die Ceph-BlueStore-Daten beinhalten. Die Daten werden nach dem Carrier-Modell
in fiinf Kategorien eingeteilt: Dateisystem-, Inhalts-, Metadaten-, Dateinamen- und
Anwendungskategorie. Die Thesis beschreibt, wie die unterschiedlichen Daten verkniipft
werden kénnen, um niitzliche Informationen iiber den Inhalt einer OSD zu erhalten, und

zeigt die Implementierung einer forensischen Software fiir die OSD-Analyse.
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1. Introduction

Ceph is a software implementation for distributed network storage and originates from
the Ph.D. thesis of Sage Weil in 2007 [2].

The term Software Defined Storage (SDS) is used to describe the concept of using
commodity hardware and a software stack to create a single storage. Entity availability
and reliability of the SDS is achieved by using clusters of commodity servers and a
software that replicates and balances data between the commodity servers. SDS solutions
provide different interfaces to access the storage [4].

Weil’s intention was to develop “a distributed file system that provides excellent per-
formance, reliability, and scalability” [2, p. 2]. As underlying technology Weil introduced
Reliable Autonomic Distributed Object Store (RADOS), a large logical storage that spans
a cluster of servers. Data is stored redundantly in this cluster, while a placement algo-
rithm called Controlled Replication Under Scalable Hashing (CRUSH) determines where
the data is stored in the cluster.

In 2012, Weil founded the enterprise Inktank to provide professional services and
support around Ceph. This enterprise was bought by Red Hat in 2014 [5].

In the meantime, not only Red Hat contributes actively to the development, but also
other companies, such as Intel, and SUSE [6]. Ceph is used in private [7] and business
environments [8] to create storage backends of private and public clouds.

The standard release cycle for new Ceph releases is 9 months [9]. New releases are

then also integrated in enterprise offerings such as SES [10].
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The underlying technology of Ceph is the Reliable Autonomic Distributed Object Store
(RADOS). This object store is distributed over several storage nodes which donate their
storage capacity to the object store. Data is stored redundantly on more than one
storage node either by using replicas or erasure coding [11, 12, 13]. Replicas are exact
copies of a dataset which are stored on other storage devices. The number of copies is
indicated by the replication factor. A replication factor of 3 for example means that
there are three exact copies of a dataset stored on different devices. Erasure coding

provides redundancy by computing and storing parity information [12].

Data placement is determined by the CRUSH algorithm [14]. The algorithm uses
information about the topology of a Ceph cluster and configurable rules to place the
replicas onto different Object Store Devices (OSDs) of different storage nodes. An OSD
is a storage device — HDD, SSD, or another type — which is managed by a Ceph daemon
running on the storage node. Therefore, a single failing storage device or a single failing

server is not affecting the availability of the whole object store.

There are different approaches to store data on OSDs. The older — but still usable —
approach is to format the device with XFS and organize the object store data in files.
The newer, now recommended approach is called BlueStore: The daemon writes the data
directly to disk without using an intermediate file system. It was officially announced on
September 1st, 2017 [1]. BlueStore improves performance by removing the intermediate
file system layer and managing the available disk space on its own. By doing so, the data
distribution and fragmentation on disk is managed completely by the Ceph software.

Every OSD uses a part of the storage device as an area for metadata — based on a
Key-Value (KV) store — while the rest of the OSD is used to store the actual data, so
called objects.

There are several applications that run on top of RADOS, for example RBD [15] and
CephF'S [16]. They provide different interfaces to clients, store data in form of objects

in RADOS and add additional metadata to them.
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During a forensic analysis of an OSD both types of data — metadata and objects —
have to be brought together to gain a broader view on the content that is stored on an

OSD.

A forensic analysis is executed in regards of the rules of computer forensics. The
field of computer forensics focuses on evaluating and analyzing computer systems using
scientific methods to explain certain states of computer systems or changes between
states of computer systems. The intention is to provide a scientifically correct foundation

for computer analyses, used for instance for reports in court [17, p. 1 ff].

A forensic analysis may have the goal to restore data from a drive, create a timeline
of events by using knowledge of how a system is changed by certain actions, or find

evidence that a certain action happened or did not happen in a computer system.

1.1. Motivation

Ceph is used by enterprises to store business critical data. This implies that high expec-
tations are to be fulfilled in terms of data security and data safety. For example, Lenovo
offers a storage solution as a storage backend for SAP HANA in-memory databases,
called DSS-C [18].

From a forensics point of view, many efforts have been invested in examining storage
devices (e.g. HDDs) [17, p. 181 ff] and file systems (e.g. ext2, ext3, ext4, XFS, APFS)
[19, 20, 21, 22, 23, 24] which have been in use for several years. Wanted as well as
unwanted behaviors are often known and can be used for data protection and data
recovery [23, 25].

Ceph is in comparison to HDDs and file systems such as XFS a younger project —
Ceph was first introduced in 2007 while XFS and ext development started in the early
1990s [26, 27] — but with growing importance [28]. BlueStore is an even newer concept

in organizing the Ceph data on disk, officially announced in September 2017 [1].
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Forensic evidence of OSDs using BlueStore is therefore not yet easily analyzable since
data structures and behavior are not documented and there are no forensic tools for the
investigation of OSDs. Yet, this would have a benefit for storage device forensics in data

centers. Scenarios which could require BlueStore OSDs analysis are for example:

e An employee is caught at smuggling a hard drive from a Ceph cluster out of a
data center. An internal investigation may find that the hard drive holds business

critical data that — if in hands of competitors — could harm the company.

e A company running Ceph is in focus of a law enforcement agency. During the
search for evidence someone finds hard drives that happened to be used in a Ceph

cluster. The hard drives may hold evidence relevant for this investigation.

In both cases relevant evidence may be files or fragments of files with accounting infor-
mation, intellectual property, or correspondence of high importance. The investigation
can also focus on solving the question when certain data was stored in a Ceph cluster
or finding deleted data.

Before the introduction of BlueStore, Ceph relied on an underlying XFS file system
to store data on disk [1]. In this case, established and well-known forensic tools with
XFS support can be used to analyze an OSD. But additional knowledge about Ceph is
necessary to identify and interpret the data found within XFS. This is described in more
detail in Chapter 2.2.1.

In case of BlueStore, there is no underlying technology that is known to forensic tools.

(See Chapter 2.2.2.)

1.2. Contribution

This thesis analyzes the behavior of storage devices that are or were used as OSDs in
Ceph setups with BlueStore. It documents the structure of an OSD, data structures and

how to find them. It also shows how to reconstruct data and metadata — this also includes
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data that was deleted from the object store but still physically resides on the OSD. For
example, it is possible to restore topology information of a Ceph cluster, even after it is
deleted. This information includes server IP addresses and events like disappearing and
reappearing OSDs. This work shows how to combine data and metadata to get a more

comprehensive view of the data.

It shows how to find the KV store, how to locate the object content on disk and the
corresponding metadata in the KV store. Additionally, it presents how to make use of
metadata stored by RBD and CephFS to give a context about objects. This includes,
for example, file names and permission of files stored in CephF'S. However, the fact that
RADOS is a distributed data store implies that not every object and object metadata
is stored on each of the OSDs. The thesis shows that data cannot always be completely
restored basing on a single OSD. An aspect is how the data of two or more — or even all

— OSDs may be used to restore more information.

In certain scenarios, Ceph uses a Metadata Server (MDS) [29]. It stores additional
metadata for CephFS — a file system on top of Ceph — in RADOS. Therefore, this work
examines how this additional data can be used and if there is useful information that

can be extracted.

Ceph also provides a caching mechanism — called Cache Tiering — to improve perfor-
mance of Ceph clusters [30]. An OSD that was used as a caching device may have to
be analyzed differently and provides other information than a conventional OSD. This

is also an aspect of this work.

Furthermore, this work presents the implementation of Vampyr — a software tool
to automize extraction and restoration of data based on the findings. This software’s
purpose is to extract as much detailed and correct information as possible and to present

it in a way that is helpful to people analyzing an OSD.

The thesis only covers the analysis of Ceph installations using BlueStore in combina-

tion with RBD and CephFS. Other configurations are not analyzed.
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1.3. Outline

Chapter 1.4 gives an overview about related work. Chapter 2 provides a deeper insight
into Ceph (Chapters 2.1, 2.2) and file system forensics (Chapters 2.3, 2.4).
The forensic analysis of Ceph BlueStore is described in Chapter 3 with detailed de-
scriptions of BlueF'S (Chapter 3.3.2), RBD (Chapter 3.3.3), and CephFS (Chapter 3.3.4).
Afterwards, the thesis shows in Chapter 4 how these findings are used to implement a
forensic software — called Vampyr — that analyzes Ceph OSDs. It shows in Chapter 5 how
correctness and completeness of the software were considered in this implementation.
It closes with a summary (Chapter 6) including an analysis of aspects that need further

investigation.

1.4. Related Work

This chapter gives an overview about work related to Ceph and file system forensics. It

also introduces the Carrier model which is used in this thesis to categorize data.

1.4.1. Ceph

The initial idea and concept of Ceph was introduced by Sage Weil in his Ph.D. thesis
[2]. It outlines the architecture of a Ceph cluster and defines the key concepts: An
OSD is the combination of CPU, network interface, cache and the actual storage device.
Clients write or access data in form of objects with variable size to or from OSDs, while
each OSD handles the data distribution on the low-level block device. Clients execute
metadata operations by communication with a metadata server (MDS), but directly send
data to or retrieve data from the OSDs. The goal is to improve scalability by reducing
bottlenecks in form of centralized services.

Ceph explicitly does not use concepts like file allocation tables. Instead, the name of

an object is computed in a manner that every party can compute the name and does
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not need to look it up in an allocation table [2, p. 19]. The terms file and object are not
interchangable. If a file is sent by a client to the object store, it may be split into several

chunks; each chunk is saved as an object.

The theoretical background of the data distribution algorithm CRUSH is described
by Weil et al. (2006) [14] and Weil (2007) [2]. CRUSH bases on a cluster map which
consists of devices and buckets. A bucket may consist of devices and buckets of any

number. Buckets and devices have a weight and a unique identifier.

By using buckets, devices can be grouped arbitrarily. For example, all devices of a
server may be in a bucket, while all servers of a data center are in a bucket. Another
possibility is that all SSDs and HDDs of a server are in distinct buckets to adapt the

workload to the underlying storage devices.

One design feature of CRUSH was that “CRUSH’s data distribution should appear
random — uncorrelated to object identifiers = or storage targets — and result in a balanced
distribution across devices with equal weight” [14, p. 7]. This means that objects in
RADOS are distributed more or less evenly across all OSDs and that there is no specific
pattern that would allow determining the location of objects with similar properties,
for example similar names. Additionally, CRUSH offers an overload protection, moving

workload from poor performing devices (partial failures) to other devices.

The technical background and motivation to implement a new storage backend (Blue-
Store) for Ceph was outlined by Sage Weil [31, 1] and Tim Serong [32, 33]. FileStore
has several performance bottlenecks caused by the XFS file system. In order to ensure
consistency of the object data on an OSD, Ceph has to write the data to a journal
and then write it to the file that represents the object data in XFS. This means Ceph
executes two write operations to XFS per write operation to RADOS, decreasing the
I/O (input/output) throughput. Furthermore, organizing the files that store object data
turned out to be complex. This complexity comes with a certain overhead when files

have to be moved. Additionally, XFS itself implements a cache, journal, and a data dis-
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tribution algorithm for on-disk data. Tests and experience from Ceph cluster operations
showed that the XFS design does not match the workload patterns of Ceph, resulting in

non-optimal performance.

These aspects led to the decision to implement an alternative to FileStore. This
alternative was called BlueStore. The most important difference to FileStore is that
Ceph manages the disk space completely on its own. Therefore, there are significant
performance improvements — up to three times faster writes for certain workloads —
because the allocation strategies for data units and caching and flushing strategies for

data held in memory could be optimized for Ceph-specific workloads.

Disc write behavior was analyzed in respect to I/O performance and optimization in

2016 [34] and 2017 [35].

Oh et al. [34] analyzed the FileStore I/O process and identified potential bottlenecks
that could decrease I/O throughput. By optimizing the locking mechanism, reducing
blocking operations, and using light-weight transactions, it was possible to improve the

FileStore performance. The optimizations were submitted to the Ceph community.

Lee et al. [35] analyzed the performance impact of deciding for BlueStore or File-
Store, mainly the write amplification factor (WAF). The WAF indicates how much I/O
overhead is created by a write operation to a storage — in this case RADOS. A higher
WAF indicates a bigger overhead. This work found that BlueStore provides in general a
better I/O performance than FileStore. For both, HDDs and SSDs, BlueStore increases

throughput by removing the intermediate file system and reducing the WAF'.

1.4.2. File System Forensics

Without knowing any information about a file system and how it is structured, a storage
device may be analyzed forensically by using data carving or file carving. It is a technique

that scans storage devices for known patterns of certain file formats [36]. There is a wide
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range of works about file carving. A literature overview was compiled by Poisel and Tjoa
in 2013 that selected 70 key papers. [36]

In 2007 Garfinkel presented an analysis of more than 300 file systems on drives, bought
from the secondary market, in regards of file carving. He outlines the problems of file
fragmentation for file carving and shows that it is possible to reconstruct fragmented
files. This is achieved by scanning a drive for certain file signatures, and finding header
structures and footer structures in different fragments on disk. [37]

Pal and Memon outlined in 2009 different file carvers (file structure-based and graph
theoretic carvers) and carving algorithms (for example parallel unique path, shortest
path first, and bifragment gap carving). [38]

There are forensic tools that implement different file carving techniques with different
kinds of optimizations. Some of them focus on finding certain file formats. Some of

them support a bigger number of file formats. There are for example:

e Scalpel, as part of the forensic suit The Sleuth Kit, is able to carve for different
file types based on file signatures. The default list of signatures — including JPEG,
GIF, and ZIP signatures — can be extended by a user to support other file types
[39].

e Foremost is a tool similar to Scalpel and carves for many different file formats.

Foremost was used as basis for Scalpel development [40].

e bulk extractor carves for certain data, for example EXIF data (from JPEG im-
ages), IP addresses, e-mail addresses, and ZIP-compressed data. It can also create

histograms to find data that appears more frequent in a hard drive [41].
e EVTXtract carves only for Windows event log files in the EVTX file format [42].

Since file systems hold more data than recoverable by file carving, each file system

type has to be analyzed specifically.
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A fundamental work on file system and storage device forensics was done by Garfinkel
and Shelat [43] when analyzing data of 158 used hard drives purchased from the sec-
ondary market between 2000 and 2002. It shows that storage devices can hold recoverable
sensitive data and that even Level 3 data — data of a usage before a drive was reformat-
ted — can be restored. Garfinkel and Shelat were able to find medical, corporate, and

credit card information.

Storage devices usually contain some metadata about how the device is divided into
smaller portions (partitions), so-called partition tables. Carrier describes DOS partitions
and the corresponding metadata concepts. DOS partitions are described by an MBR
(Master Boot Record) that is located at the start of a device in the first 512-byte sector.
It contains boot code, as well as starting and ending address, length in sectors, type
of partition, and flags for each partition. Carrier also explains the concept of extended

partitions that are used to overcome some limitations of the MBR [23, p. 81 ff].

Carrier also describes metadata of software used for disk spanning. “Disk spanning
makes multiple disks appear to be one large disk” [23, p. 156]. He outlines the concept
of Linux LVM which combines physical devices to logical volumes. The LVM metadata
is located at the start of a drive and can be analyzed by commands like vgscan [23,

p. 160 ff].

The GPT partition table format was analyzed by Nikkel in 2009. It provides several
benefits compared to the MBR; it supports larger partitions, a larger amount of parti-
tions per drive, a backup copy of the partition table, and integrity checks via CRC32
checksums. Backup copy and checksums make it possible to detect data corruption and
manipulations of a partition table. GPT tables also contain information that opens new

possibilities for the reconstruction of deleted partitions [44].

Carrier compiled a wide-ranging overview about file system forensics [23] including
approaches to volume, partition, and file system analysis. He shows the analysis of the

Windows file systems FAT and NTFS. The file system FAT — developed by Microsoft —

10
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make use of a File Allocation Table (FAT). It is used to look up data units that belong
to a file and contains an entry for every data unit of a partition. Carrier lists analysis
techniques for FAT file systems and highlights characteristics, for example the accuracy

of different timestamps, allocation strategies and effects of deletion of files [23, p. 211 ff].

The file system NTFS — also developed by Microsoft — uses other concepts. It treats
everything as files, even metadata. The central file is the Master File Table (MFT)
containing metadata of every file in the file system. The content of a file is looked up
using the MFT. Other files like $LogFile (for the file system journal) or $Bitmap (for
the data unit allocation status) store other relevant metadata. Carrier presents how the
data and metadata is organized and stored in the different kind of files. He also shows

strategies to analyze NTFS file systems [23, p. 273 ff].

Shullich documented in 2009 data structures and characteristics of the exFAT (ex-
tended FAT) file system and the difference and similarities to FAT and NTFS. The

paper also explains what certain fields and flags in data structures stand for [45].

The characteristics and data structures of ext4d — a common file system for Linux
installations — were examined by Fairbanks (2012). Ext4 makes use of extents to address
phyiscal disk areas. An extent comprises a start address and a length. Metadata of files,
for example timestamps and the list of allocated extents, is stored in inodes. Each file
has a unqgiue inode. Additionally, ext4 uses a journal to record changes, for example file
or metadata updates, that are not yet applied to the internal file system structures. The

journal improves the file system behavior in crash scenarios [46].

An analysis of the XFS file system was executed by Bausch (2016). It shows that XFS
uses similar concepts as ext4. File content is stored in extents and metadata is organized
in inodes. The paper also explains data structures and where to find them [21].

CFReDS [47] is a collection of different file system images that was compiled by NIST
to serve as a kind of training and reference data. The file systems used in this collection

are therefore analyzed frequently by different people and software.

11
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The Sleuth Kit — together with Autopsy — is a forensic analysis tool for various common
file systems. The website lists NTFS, FAT, exFAT, UFS 1, UFS 2, ext2, ex3, ext4, HF'S,
ISO 9660, and YAFFS2 as supported file system types. It can analyse content to find
certain information, for example geo locations and thumbnails from JPEG files, or e-
mails [48].

X-Ways Forensics is another forensic analysis tool that supports for example ext4,

XFS, and also disk spanning technology like LVM [49].

All these tools and papers do not deal with Ceph or BlueStore, but show a general
approach to forensic analyses of storage devices. There has not been published any

forensic examination of Ceph OSDs.

There is a small software tool called ceph-recovery [50], but it does not analyse data
structures from a forensic researcher’s point of view. It is a simple tool that only works
with FileStore OSDs. It restores RBD contents by searching for files containing RBD
objects. The tool rbd_restore.sh [51] uses the same approach and restores RBD content.
It also works only with FileStore OSDs. Both tools do not execute further metadata

analysis or support other data than RBD data.

1.4.3. Carrier Model

A method to categorize data that is found in file systems was introduced by Carrier [23,
pages 171 ff]. The basic assumption is that all data of a file system can be assigned to
one of the following data categories: file system category, file name category, metadata
category, content category, and application category. Carrier does not only categorize

the data, but also shows basic analysis techniques for each category.

The following sections summarize the Carrier model as described by Carrier (2013)

[23] in order to give an overview since it is used later to categorize the data found on

Ceph OSDs.

12
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File System Category

Each file system holds data that describes the general layout of the file system. It
contains a name, 1D, version, and creation date of the file system and addresses of

important data structures of the file system.

In general, data structures of the file system category are the entry point of a file

system analysis because they point to data structures of other data categories.

Content Category

Data of the content category contains the actual content of files or directories and the
data structures that keep track of the allocation status of allocation units. Allocation
units are blocks or extents of the device. The allocation status can be allocated or

unallocated.

There are different approaches to track the allocation status and there are different
algorithms to determine which data unit should be allocated next. Carrier found, for
example, that FAT file systems use a next available algorithm; this means the search for
a free allocation unit starts at the last allocated unit [23, p. 224]. He also found that
NTEFS uses the best-fit algorithm; as the name indicates, the data is written to an area

of the disc where the free disk space is used most efficiently [23, p. 313].

Metadata Category

Data of the metadata category holds descriptive data of the content category. These are
for instance timestamps (creation data, last access), addresses of allocation units that

contain the file content, and the size of the file.

13



14 1. Introduction

File Name Category

Every file or directory has a human readable name which needs to be translated to the
file system internal name or ID. The data structures that contain this mapping count to
the file name category.

The data structures may include additional information about a file, for example about
the file type.

Important is that the name of the root directory of a file system is known. By using
this name as an entry point to the file system, it is possible to traverse through the

directory tree and find files and directories.

Application Category

Some file systems define special areas of a storage device and special data structures
that are not mandatory for the file system to work, but provide benefits.
An example are file system journals. Here the file system writes transactions to a

special area of the device and later applies the changes to the file system data structures.

Essential and Non-Essential Data

Furthermore, Carrier divides data of all categories in essential and non-essential data.
Essential data are data structures and information necessary to retrieve a file with correct
content from a drive or store a file with correct content on a drive.

Non-essential data is all kind of information that is available, but not mandatory for
the file system to work properly. This information is stored for “convenience”, such as
timestamps, and permissions.

The key difference for Carrier is that essential data must be correct, while non-essential

data may be incorrect.
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2. Background

This chapter gives a short overview about the architecture of Ceph clusters and a deeper
view into the Carrier model for categorizing file system data. At last, it highlights the

difference between event-based and state-based analysis of file system data.

2.1. Architecture of a Ceph Cluster

In order to understand the data on a block device used by Ceph, it is necessary to have
an understanding of concepts and terminology used by Ceph.

A Ceph cluster consists of at least three servers that share storage resources. On each
of these servers the Ceph software is installed.

Storage devices (HDDs, SSDs, NVMes) that are contributed by a server are called
Object Store Device (OSD). Each OSD is managed by an OSD daemon process in
Linux.

OSDs hold the objects, i.e. the actual content, and a KV store for metadata. There
are different supported disk layouts and KV backends, but this work explicitly focuses
on Bluestore with RocksDB KV backend. RocksDB provides a KV store, written in
C++ and optimized for low latencies [52].

The Ceph software logically joins all available OSDs to a single storage, an object store
(RADOS). Within the object store data is stored depending on the configured rules
using the CRUSH algorithm. The cluster configuration specifies replication levels and

a hierarchical cluster map. This cluster map groups available resources hierarchically,
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16 2. Background

for example into server racks, servers, and storage arrays. The CRUSH algorithm then
places data replica for highest availability: Two replica should not reside on the same

server.

The object store is divided into subsets called pools. Pools are used to logically
separate data of different workloads on application level [13]. Each pool consists of a
number of placement groups (PGs) and each object in a pool is assigned a PG. The
replication and placement rules of the CRUSH algorithm are applied per PG, not per
object. This means that all objects within the same PG are replicated to the same OSDs.
Each OSD holds objects of different PGs [53, 54].

Ceph redistributes data if one or more OSDs is missing for a longer time to restore
the configured replication level. If the downtime of an OSD is below a configurable
threshold the data is not redistributed, but the data on the reappearing OSD is updated

after being reincluded into the cluster.

There are different applications that make use of Ceph and its RADOS (see also Figure
2.1). Two applications are RBD and CephFS. RBD provides an interface to clients to
use a part of the object store as a block device [15]. CephFS provides an interface for
clients to use a part of the object store like a normal file system [16]. Ceph provides
APIs — RGW and librados — for general object access that allow to implement other

applications that store data in form of objects in a Ceph object store [55].

2.2. Storage Backends — BlueStore and FileStore

Ceph OSDs can be configured using either FileStore or BlueStore. The older approach
is FileStore. BlueStore is the newer implementation that was implemented especially for

the needs of Ceph [1].

Figure 2.2 schematically shows the difference between both implementations.
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Figure 2.1.: Applications on top of RADOS provide different APIs to store data in the
Ceph storage.
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Figure 2.2.: FileStore vs. BlueStore OSDs [1]
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2.2.1. FileStore

The storage device is formatted with an XFS file system. This file system contains a
directory current. The RADOS objects that are stored on this OSD are located in this
directory. It also holds the KV store in the subdirectory omap and additional metadata
in the subdirectory meta. The objects are located in subdirectories that are named after
their PG. The KV store is implemented as a LevelDB. Furthermore, the root directory
of the XFS file system contains a symlink journal to a journal device [33, 32]. If no

dedicated journal device is used, the journal is located on the OSD.

This means that the raw content of the objects stored on an OSD can be found as
files using forensic tools that support XFS. The LevelDB files can also be restored using
such a tool. However, the content of the database — the actual metadata — cannot be

analyzed automated because there is no tool that implements an automated analysis.

2.2.2. BlueStore

The storage device is managed by LVM. The OSD content (objects, metadata, etc.) is

located in the only large partition spanning the whole device [56, 1].

This partition is completely managed by Ceph: Ceph can load the KV store that is
located on this partition in a minimal file system-like environment called BlueFS. The
KV store is implemented using RocksDB. The rest of the partition is used to store the

objects directly on the block device.

In order to improve the I/O performance of this primary device, Ceph can configure
two additional types of devices: DB device and WAL device. If the WAL device is
configured Ceph will write the write-ahead log (WAL) of RocksDB to this device. If the
DB device is configured, Ceph writes the RocksDB to this device, but may overflow to

the primary device if needed [31, 33, 32, 56].

18



2.3. Carrier Model 19

2.3. Carrier Model

The different data categories of the Carrier model were introduced in Chapter 1.4.3.
However, Carrier did not only categorize the data, but also suggested analysis techniques
and strategies for the different categories [23, p. 171 ff]. Some of them are described in

the following chapters because they are used later.

2.3.1. File System Category

Data in this category is described by Carrier as “typically single and independent values”
[23, p. 178]. These values should be simply presented to the investigator. Additionally,
there should be a consistency check of values if possible. For example, if the data shows
a certain size of the file system, the image of the file system should have at least this
size. If the image is larger than the file system, there is a volume slack that might be
of interest to the investigator. Depending on how the data is structured there might be

additional places where data could be hidden in unused areas.

2.3.2. Content Category

To analyze data of the content category Carrier describes different techniques [23,

p. 181 ff].

Data Unit Viewing An investigator may have knowledge that a certain data unit
contains certain data or that a certain data unit should be empty. The address of the
data unit must then be computed correctly on the basis of the data unit size of the file
system. Afterwards, the content can be checked using a hex editor or other tools that

can interpret the data of this data unit.

Logical File System-Level Searching An investigator knows that certain data should

be in the image but does not know where. The strategy is to scan the image for the
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data. This is for example achieved by file carving tools. One challenge is that the data

may be fragmented.

Data Unit Allocation Status File systems hold metadata that describes which data
units are allocated and which data units are unallocated. Using this knowledge it is
possible to extract all data from a file system that is located in unallocated data units
or to scan those data units for specific content. By this, an investigator may find data

that was deleted by users or applications.

Data Unit Allocation Order Data units are allocated using different strategies. These
strategies depend on the operating system. With knowledge about the strategies an
investigator may trace back certain events and their order depending on the allocation

order of data units.

Consistency Checks In most file systems there should be only one metadata set per
allocation unit that marks it as allocated. Furthermore, for every allocated data unit
there should be one metadata entry. An allocated data unit without metadata entry is

called orphan.

2.3.3. Metadata Category

Carrier describes the following techniques and strategies to analyze data of the metadata

category [23, p. 192 ff].

Metadata Lookup An investigator finds data that points to a metadata structure of
a file or directory. The address of the metadata must be interpreted correctly. After
reading the metadata structure at this address, it can be decoded. Afterwards, metadata

like allocated data units, size, timestamps, or permissions are known to the investigator.
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Logical File Viewing After reading the metadata structure, the data units that belong
to a specific file can be read in the correct order. The file content can be extracted or
displayed. Here it is important to keep the slack space in mind where data could be

hidden.

Logical File Searching It might be necessary to find a file with a specific content. After
reading the metadata structures it is possible to scan the file system per file, while the
Logical File System-Level Searching scans the file system per data unit. The advantage
of Logical File Searching is that an investigator can identify content that is spread across
non-consecutive data units. A disadvantage is that it only finds content in allocated data

units.

Unallocated Metadata Analysis A metadata structure can still exist after all references
to this structure were removed. By looking for such unallocated metadata, it might be

possible to find additional information about file system access or deleted files.

Metadata Attribute Searching and Sorting During an analysis of a file system it is
often not useful to just display every metadata information that is available. It can be
helpful to sort and search the metadata based on different criteria. These can be, for
instance, the timestamps of files or a certain set of permissions or owner information.
An investigator may also search for a metadata entry that references a certain data
unit. One reason for this is, for example, that a logical file system search showed a data
unit containing a certain data structure and the investigator wants to find the matching

metadata.

Data Structure Allocation Order Like data units for file content metadata space is

allocated using certain strategies. Knowledge about these strategies — which depend on
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file system and operating system — can help reconstructing an order of events that led

to the metadata constellation found in a file system.

Consistency Checks Consistency checks of metadata should focus on essential data,
for instance data unit addresses, size, and allocation status of metadata entries. Data
unit addresses should not lie outside of the file system address space and should not be
used by more than one metadata entry.

It is also possible that a metadata entry is not referenced by any other data structure.

Further analysis could identify hidden or lost data.

2.3.4. File Name Category

The following stategies can be applied to use data of the file name category [23, p. 202 ff].

File Name Listing Since the data of the file name category assign file names to file
metadata structures it is obvious that an investigator can use the data to create a list
of file names and the corresponding metadata. The file names should not only contain
the name of the file, but also the full path starting from the root directory of the file
system.

Usually, it is necessary to locate the root directory metadata at first. Afterwards,
the files and directories that are contained in the root directory are analyzed, then the
sub-directories, and so on. Most forensic tools show data of the file name and metadata
category next to each other.

By listing file names, linking them to the matching metadata, and retrieving the data
from the data units listed in the metadata, it is possible to get the file content of a

specific file.

File Name Searching If only a part of a file name or a naming scheme is known, an

investigator can scan the data of the file name category to create a list of relevant files.
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For example, configuration files of certain applications can have a certain name. This
has the risk that an investigator may miss relevant files when looking for the wrong

names or when somebody deliberately chose a file name not following a certain pattern.

Data Structure Allocation Order As in the categories before, it is possible to draw
certain conclusions about the order of events by looking at the order of data structures

on disk.

Consistency Checks Every metadata category entry should be assigned one file name
category entry. In many file systems more than one file name category entry can point

to the same metadata entry.

2.3.5. Application Category

Carrier does not specify analysis techniques for data of the application category. Because
the use case of this kind of data is often very specific, every use case needs its own, specific

procedure.

2.4. Analysis Methodologies for File Systems

There are two main approaches to determine the behavior of a file system under different
conditions (for example, writing or deleting data). Both are described by Freiling et al.

57, p. 101 ff].

Event-Based Every access (event) to a file system is logged at runtime of the system.
If a file content, file name, or metadata is changed, the event logger saves information
about this event in a log. Afterwards, it is possible to determine the order and impact
of events. This methodology is very similar to the live response phase of the common

model as outlined by Dewald et al. (2015) [17, p. 170 {].
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The problem of this approach is that the logger must be configured in a way that it does
not miss any event. Furthermore, this approach does usually not provide information
about data structures on disk. However, it might be useful for example to explain data

structure allocation orders after certain events.

State-Based An image of a file system is created — persisting a state of the file system.
Afterwards, a defined set of events is applied to the file system. Once finished, a second
image of the file system is created. Both images can now be compared to determine the
impact of the events on the file system.

A disadvantage of this approach is that it is not always easily possible to determine
which of the events caused a certain change in the file system. Another disadvantage
is that the effect of background activities of the operating system — which can cause
changes to the file system — may be interpreted as an effect of the defined set of events.

The state-based approach allows to determine how data structures on disk changed

and which data remained on disk even though it had been deleted.
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3. Forensic Examination of Ceph

The analysis of BlueStore consisted of three actions which were executed in parallel:
e Reading documentation
e Reading source code
e Setting up a test environment and analyzing OSDs from this environment

In a further step, data from other Ceph environments was used to check whether the
understanding and findings hold when applied to real-life setups.

The OSDs were analyzed using the state-based methodology — explained in Chapter
2.4 — in order to find differences in data structures between defined states. The different
states are outlined later.

This chapter gives an overview over the structure of an OSD device (Section 3.1) and
describes common data structures and data types written to disk by Ceph (Section 3.2).
It then describes the OSD data using the Carrier model (Section 3.3) and looks at Ceph

Cache Tiering (Section 3.4).

3.1. Overview

A storage device used for BlueStore starts with an LVM header. This means that the
actual OSD content is encapsulated by LVM. An example of LVM metadata of an OSD

is attached in Appendix D.1. The LVM header analysis is not part of the thesis.
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The start of the actual OSD content is marked by the BlueStore label containing the
string “bluestore block device”. (See Chapter 3.3.1.) The BlueStore label is followed by
the BlueF'S superblock and the OSD superblock.

The actual BlueFS content is placed at a variable offset from the start of the OSD.
It is not located at the start or end of the OSD. In the test setup it is located at about

6% of the OSD length. (See Chapter 3.3.2.)

This general structure of a BlueStore OSD is illustrated by Figure 3.1.

OSD superblock allocated areas for BlueFS

BlueStore BlueFS

areas for Ceph objects
superblock superblock P d

Figure 3.1.: Overview about a BlueStore OSD.

The KV store is the central place for metadata in a BlueStore OSD. It is a simple
RocksDB database — located in BlueFS — that stores key-value pairs. There are no
database tables to distinguish different types of metadata. Different metadata types are
distinguished by the prefix (see Table 3.1) of the key of a key-value pair. The prefix is
followed by a null character and the actual key. A key-value pair looks like shown in

Listing 3.1. The value can be empty.

<prefix><NUL><key> --> <value>

List of Listings 3.1: Structure of a key-value pair stored in RocksDB.
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Prefix Description

OSD metadata (S = super)
OSD statistics (statfs data structure)
Collection information
Object metadata

Object metadata

PG metadata

Deferred transactions
Bitmap metadata

Bitmaps

Shared blob information

Mo we =2 oas®»

Table 3.1.: Prefixes used in the KV store [3, lines 63 ff].

In the following <prefir>-row will refer to a key-value pair with a certain prefix,
<prefir>-key will only refer to the key of such a row, and <prefix>-value will refer to

the value of such a row, for instance M-row, B-key, 0-value.

3.2. General Data Structures and Encoding

Ceph uses different reappearing data structures and ways of data encoding which are
described in this section. Later on, they are referenced, for example, in the description

of superblock data structures.

All complex data structures consist of the following basic data types.

3.2.1. Integers

Depending on the CPU architecture the values are either stored in little-endian or big-
endian representation. Depending on the size (8 bits, 16 bits, 32 bits, 64 bits) of the

integer datatype either 1, 2, 4, or 8 bytes are written to disk [58, lines 305 ff].

Keys in the KV store contain big-endian encoded integers.
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3.2.2. Varint

Integers may be encoded in a variable length format. While decoding a varint, the
decoder reads one byte and continues reading as long as the high bit of the last read
byte is set. This means that each byte holds seven bits of the encoded value. The first
byte represents the lowest seven bits of the encoded value. If there is a second encoded
byte, it represents the 8th to 14th lowest bits; the 3rd byte represents the 15th to 22nd

lowest bit, and so on [58, lines 375 ff].

3.2.3. Varintlowz

The varintlowz is another encoding format for integers. It is an extension to the varint
format. At first the decoder decodes the value like a varint. Afterwards, the two lowest
bits of the varint are interpreted as the number of low zero nibbles of the result. This
means there are 0, 4, 8, or 12 zero bits as lowest bits of the result. The remaining bits

of the decoded varint value are treated as high bits of the result [58, lines 440 ff].

3.24. LBA

The LBA encoding is another integer encoding format. The decoder reads four bytes,
then the lowest one to three bits indicate the number of low zeros of the result. The

comment from the Ceph source code explains the encoding (Listing 3.2) [58, lines 517 ff].

// first 1-3 bits = how many low zero bits

// *0 = 12 (common 4 K alignment case)
// *01 = 16

// %011 = 20

//  *111 = byte

// then 28-30 bits of data
// then last bit = another byte follows
// high bit of each subsequent byte = another byte follows

List of Listings 3.2: LBA encoding explained as source code comment.

28




3.2. General Data Structures and Encoding 29

The name LBA (Logical Block Addressing) indicates that this format is mainly used

to encode addresses on disk.

3.2.5. Strings

String data types are stored ASCII-encoded by Ceph. On disk they are preceded by
an unsigned 32-bit integer representing the number of characters in the string [58,

lines 681 ff].

In some rare cases strings are stored without the preceding 32-bit integer when the

length is fixed or can be computed in another way.

3.2.6. Escaped Strings

For object names in the KV store there is a special encoding format: All letters are
ASCII-encoded; the ASCII code-point of all non-letter characters is encoded as big-
endian 16-bit integer instead of the character, preceded by # or ~ — depending on whether
the following ASCII code-point comes before # or after ~ in the ASCII table; the end of

the string is marked by ! [3, lines 127 ff].

For example, the string abc!1 would be encoded to the hexadecimal values 61 62 63

23 00 21 31 21 (see also Table 3.2).

Character Encoded to (hex)
61
62
63
23 00 21
31
tring end 21

neH -0 o

Table 3.2.: Escaped string encoding.
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3.2.7. List Types

A 32-bit integer represents the number of elements in the list. The elements are then

encoded depending on their data type [59, lines 613 ff].

3.2.8. Map Types

A 32-bit integer represents the number of key-value pairs in the map. Then each key-

value pair is encoded depending on the data types [59, lines 887 ff].

3.2.9. Pairs

Pair datatypes are encoded by simply encoding the first element followed by the second
element [58, lines 817 ff].

3.2.10. Utime

Two unsigned 64-bit integers representing a timestamp. The first represents the Unix

timestamp in second-precision, the second the nanoseconds within this second [60].

3.2.11. UUID

16-byte binary representation of an UUID [61].

3.2.12. Bufferlist

Ceph internally uses bufferlists as data structures for encoded data. Encoded data can
also be encoded inline within other data structures. Such an encoded bufferlist starts
with a 32-bit integer indicating the length, followed by this number of bytes holding the
bufferlist [58, lines 775 ff].
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3.2.13. Data Structure Headers

Encoded data structures are often preceded by a header containing hints for decoding

and interpreting the following data [58, lines 1640 ff], [59, lines 1202 ff].

e Unsigned 8-bit integer: Version
e Unsigned 8-bit integer: Compat

e Unsigned 32-bit integer: Length

The first byte indicates the version of the data encoder that wrote the data to disk.
This is not the version of the Ceph software, but every data structure has its own encoder
with its own version.

The second byte indicates the minimal version of the data decoder that is able to
decode usable data from this encoded data structure.

The last four bytes indicate the length of the encoded data that will follow. Especially
the information about the length of the following data structure is useful to check the

integrity of on-disk data.

3.3. Applying the Carrier Model

The Carrier model as described in Chapter 1.4.3 can be used to categorize the different
data structures found on OSDs. Also BlueF'S, RBD, and CephF'S data can be categorized

using this model.

3.3.1. OSD

The general OSD layout was described before. This section analyzes the data in more

detail.
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File System Category

The BlueStore superblock is located in the first block of the OSD (0x0 - 0x1000 offset
[3, lines 75 ff], excluding the LVM header) and contains the basic information about the
layout of the OSD. See Table 3.3 for the general superblock structure and Appendix B.1
for a hexdump of a superblock.

It starts with the string “bluestore block device\n” followed by a string containing the
OSD UUID, followed by a line break. This label is always 60 bytes long.

In the metadata information block whoami represents an OSD ID. This ID is used in
other data structures to identify the OSD in OSD lists. For BlueStore the kv_backend

is always rocksdb. The ceph_£fsid is the UUID of the Ceph cluster.

There is a CRC32 checksum after the superblock for integrity checks [3, lines 4277 ff].

Type Description

fixed length string BlueStore label, 60 characters

Header Data structure header

uuid OSD UUID

int64 OSD length in bytes

utime Creation time of OSD

string Description; main in case of a primary device, bluefs db in
case of a DB device, bluefs wal in case of a WAL device

dict(string, string) Metadata; contains for example the UUID of the Ceph cluster

int32 CRC32 checksum

Table 3.3.: BlueStore Superblock structure

Furthermore, the KV store stores data of the file system category in S-rows and T-rows.

Analysis Techniques If the position of the BlueStore superblock is unknown, it can be

identified by scanning the image for the string “bluestore block device”.
The data encoded in the superblock and the data from the KV store can be displayed.

Furthermore, the slack space between the end of the superblock data structure and

the next block at 0x1000 offset can be extracted and analyzed.
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blocks --> 0xba3680
blocks_per_key --> 0x80
bytes_per_block --> 0x4000
size --> 0x2e8d930000

List of Listings 3.3: Bitmap metadata in B-rows indicates how to interpret the bitmaps
stored in the KV store.

The size of the image can be compared to the OSD length advertized in the superblock.
If the image is too short this may lead to errors during analysis; if the image is longer it

contains a volume slack that can be analyzed.

Content Category

The content of an OSD are the objects of RADOS that were distributed by the CRUSH
algorithm to this OSD.

When a client sends data to a Ceph cluster, this data may be split into several objects
if the object exceeds a certain size — the so-called object size. These objects may belong
to different PGs and will therefore reside on different OSDs.

Each object can consist of several physical extents. The size of the extents is not fixed,
but it is allocated depending on the size of an object. There is a “minimal allocation
size”, i.e. the minimal size of a physical extent. It is defined in the KV store in the
B-value of the key bytes_per_block. The size of physical extents is a multiple of the
minimal allocation size. Listing 3.3 show B-rows found in a KV store; in this example,

the minimal allocation size is 0x4000, which is 16384 bytes (16 KiB).

Data Unit Allocation Status Whether an area of the disk is allocated is tracked by the

bitmap allocator. Free extents are tracked by a bitmap [62],[3, lines 4496 ff]. The area

33




34 3. Forensic Examination of Ceph

physical offset --> bitmask for 128 blocks

0x0000000000000000 --> fffffffffffffffffffffffffFFfffef
0x0000000000200000 --> ffffffffffffffffffF£030000000000
0x0000000000400000 --> 00000000000000000000000000000000

List of Listings 3.4: Bitmaps are stored in b-rows. Every hexadecimal value represents
four blocks.

allocated by BlueFS is marked as used while the extents within the BlueFS are tracked
by BlueFS.

The bitmap is stored within the KV store in b-rows. Information for interpreting the
bitmap is stored in B-rows.

The bitmap consists of multiple rows in the KV store of an OSD. Each b-value contains
a bitmap for a number of consecutive blocks. The number of blocks is defined in the
B-row blocks_per_key. Each block has a size of bytes_per_block bytes. This is the
minimal allocation size of a block on disk. Each b-key contains the physical offset its
bitmap refers to. The KV store, however, usually does not store bitmaps for all possible
physical offsets. If an area of the disk was not used before, there is no bitmap stored.
Listing 3.4 shows three b-rows.

Using the bitmap information makes it possible to extract and analyze unallocated

areas of the OSD.

Metadata Category

Each object has a cluster-unique OID (object ID). This OID is used to identify the
metadata of an object in different locations of the KV store. Object metadata can be

found in two locations:
e (O-values

o M-rows
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The 0-values contain the essential data of the metadata. There are two kinds of O-
rows; they can be distinguished by the key’s last character. If the last character is an
‘o’, the value is an onode data structure, optionally followed by the start of the extent
map. If the last character is an ‘x’, the value contains the continuation of the extent
map. For an object there is always one key with o-suffix and zero or more keys with

x-suffix.

The extent map is a list of logical extents of the object. An empty object does not
have an extent map. Non-empty files have one or more logical extents. A logical extent
has an offset and length within the object and contains a list of one or more physical

extents. A physical extent has an offset and length within the OSD.

0-values with o-suffix contain onode data structures. Table 3.4 shows the general
structure of these data structures. The onode data structure is optionally followed by
the beginning of the extend map. 0-values with x-suffix contain the continuation of the

extent map.

Type Description

Header Data structure header

varint OID

varint Size

dict(string, bufferlist)  Dictionary with extended attribute names and their encoded
contents

int8 Flags

list(shard info) Information about extent map

varint Expected object size

varint Expected write size

varint Flags

Table 3.4.: Onode data structure

Most 0-values contain the extended attributes _ and snapset, but other extended

attributes can exist, too.

The extended attribute _ contains information such as size, mtime, OID and pool of

this object.
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The extended attribute snapset contains information about snapshots and exists even
if there are no snapshots.

M-rows contain further information about an object. The key contains the OID followed
by the type of information. The value contains encoded data structures.

The way the different metadata sets are related in the KV store is shown in Figure

3.2.

oid | size |xattrs| flags |extent map|

O[...]Jo onode + extent map

Ol...]o[...]x extent map

O[...]Jo[...]x extent map

M<oid>.<type> encoded data structure

M<oid>.<type> encoded data structure

Figure 3.2.: Metadata relationships in the KV store

Slack Space Objects are created with a size that is a multiple of the minimal allocation
size. But in a lot of cases an object does not have a size of a multiple of the minimal
allocation size. Therefore, it will not fill a full physical extent with data, but it will leave
slack.

Tests showed that physical extents are filled in steps of 4096 bytes. This means that if
the length of the content is not a multiple of 4096, Ceph will append as many zero-bytes
as needed to reach a length that is divisible by 4096.

If the minimal allocation size is M and an object has a size of s bytes (s mod M #
0) and the metadata contains a list of physical extents with a total size of p bytes

(p mod M = 0), then the last p — s bytes are slack space. (p — s) mod 4096 = z is
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the number of appended zero bytes for the 4096 bytes-alignment. Hence, only the last

p — s — z bytes may contain data of a previous object in the last physical extent.

Metadata Lookup Metadata of certain objects can be found by reading all 0-values

and M-rows of the KV store.

Logical File Viewing After finding the metadata of an object the allocated physical
extents can be identified by interpreting the extent map of this object. The content,

slack space, and the matching metadata can be extracted for further analysis.

File Name Category

OSDs do not store files but objects. However, every object has a unique name that has
a similar purpose as a file name. The names are stored in 0-keys.

Depending on the purpose of the object, the name follows a certain naming scheme.
If the object is part of an RBD, the name prefix is rbd_data.; osdmap names start with
osdmap. or inc_osdmap., etc. Since data that logically belongs together can be split
over more than one object, the name in the KV store often also contains an ID. This ID
indicates in which order the objects have to be read from the object store.

Table 3.5 shows examples for the naming schemes of different object types. The objects
are explained later. There is also data that is not split into more than one object, for

example osd_superblock or rbd_info. Therefore, the object names do not contain IDs.

Prefix Example Description

osdmap osdmap.5 osdmap of Ceph epoch 5

inc_osdmap inc_osdmap. 10 inc_ osdmap of epoch 10

rbd_data rbd_data.2330174b0dc51. Third block of the RBD with RBD ID
0000000000000002 2330174b0dc51

<CephFS inode> 1000000eb98. 00000000 First object of the CephFS file with inode
number 1000000eb98

Table 3.5.: Example of Ceph object naming schemes.

An 0-key contains the following information:
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Shard

Pool ID

e Hash

e Namespace

Key / Name, as escaped string

Snapshot 1D
e Generation

Since values of 0-keys with o-suffix contain onode data structures (Table 3.4), the

look-up of the matching OID is simple.

File Name Listing A list of object names and the corresponding metadata can be

generated by reading all O-rows and M-rows.

Application Category

OSDs store a lot of additional application data depending on the purpose of the Ceph

cluster and enabled features, for example:

CephFS

e RBD

e RGW

e osdmap

These applications store additional application-specific metadata in the KV store and

additional objects with specific content.
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osdmap If the osdmap feature is activated in Ceph, the ceph cluster will write a log of
events, and status and topology information to the OSDs. This log contains information
about IP addresses of other servers, status changes — for example when an OSD or server

disappears or reappears —, snapshots, pools, and much more.

The osdmap consists of three different types of objects:

1. osd_superblock

2. inc_osdmap.<epoch>

3. osdmap.<epoch>

The content of these objects are encoded data structures.

Per OSD there is one osd_superblock object that contains basic information about

the OSD and the OSD’s initial state.

The osdmap and inc_osdmap objects are updates to the OSD’s initial state. They are
created alternatingly, starting with inc_osdmap.1 and osdmap.1. The osdmap objects
are created when the cluster reaches a new epoch. The inc_osdmap objects contain
updates between two epochs. When a topology or configuration change is detected, a
new inc_osdmap object is created [63]. Figure 3.3 schematically shows when objects are

created.

Older osdmaps are not deleted immediately. They are referenced by the KV store, but
after some time the KV entries may be removed and the space deallocated. Nevertheless

the encoded data remains on the OSD as long as it is not overwritten by new data.

The encoded osdmaps contain the epoch. Therefore, it is possible to scan the whole
OSD for osdmap and inc_ osdmap objects, to bring them into the right chronological

order and to create a timeline of events.
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inc_osdmap.1

osdmap.1

inc_osdmap.2

osdmap.2

topology or.

inc_osdmap.1

osdmap.1

inc_osdmap.2

osdmap.2

inc_osdmap.n

state change

osdmap.n

new epoch

inc_osdmap.1

osdmap.1

inc_osdmap.2

osdmap.2

inc_osdmap.n

osdmap.n

inc_osdmap.n+1

inc_osdmap.n

osdmap.n

inc_osdmap.n+1

osdmap.n+1

Figure 3.3.: Osdmap and inc_osdmap objects are created alternatingly. On disk they
do not appear in this strict order. The location of the objects is determined
by the bitmap allocator.

OSD Superblock The OSD superblock starts at offset 0x10000 of the OSD. The

position can also be found in the KV store. See also Appendix B.3 for a hexdump of an

OSD superblock. The data stored in the superblock is described in Table 3.6.

Type Description

Header Data structure header
UUID Cluster UUID

int32 Whoami

int32 Current epoch

int32 Oldest map

int32 Newest map

float Weight

int64 Features mask

dict(int64, string)

List of features, mask to name mapping

int32 Clean thru

int32 Mounted

UUID OSD UUID

int32 Last epoch marked full

int32 Number pool last epoch marked full

Table 3.6.: OSD superblock

osdmap Objects osdmap objects consist of two blocks which have their own data
structure headers. At the very end of the object Ceph encodes a CRC32 checksums. The
general layout is described in Table 3.7 — the two different blocks are shown in Tables

3.8 and 3.9. These blocks contain information such as the epoch and time of the epoch,
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pools in the cluster and their names, states and weights of all OSDs, IP addresses and

ports of all OSDs, and the crushmap of this epoch.

Type Description

Block 1 Table 3.8

int32 CRC

Table 3.7.: General structure of an osdmap object

Type Description

UUID Cluster UUID
utime Creation time of OSD. Is the same across all osdmap
objects.

dict(int64, pgpool) Pools in the cluster.

int32 The highest pool number.

int32 The highest OSD number.

list (int32) Weight of all OSDs.

dict(pg, list(int32)) PG temp

list(int32) OSD primary affinity

dict(string, dict(string, string))  erasure code profiles

dict(pg, list(pair(int32, int32)))  pg upmap items

dict(int64, int32) new removed snaps

Table 3.8.: osdmap Block 1
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Type Description

list(entity address) IP addresses including port of all OSDs (cluster in-

ternal communication).

dict(entity address, utime) blacklist map

int32 cluster snapshot epoch

list(uuid) UUIDs of all OSDs.

list(entity address) IP addresses including port of all OSDs (client ac-

cess).

Full ratio: Indicates the fill level compared to the
maximum size.

int8 Required minimum version of the client.

dict(int64, int32) Queue of snapshots to remove.

Table 3.9.: osdmap Block 2
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inc_osdmap Objects inc_osdmap objects also consists of two blocks. After the
second block there are two CRC32 checksums. The general layout is described in Table
3.10 — the two different blocks are shown in Tables 3.11 and 3.12. These blocks contain
information such as the epoch, crushmap, new pools and their names, and states and

weights of OSDs.

Type Description

Header Data structure header
Block 1 Table 3.11

Block 2 Table 3.12

int32 CRC

int32 CRC

Table 3.10.: General structure of an inc_ osdmap object
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Type Description

UUID Cluster UUID

utime Modification time

int32 new flags

Bufferlist Encoded crushmap

dict(int64, pgpool) new pools

list (int64) old pools

dict(int32, int32) new state

dict(pg, list(int32, int32)) number new pg temp

dict(int32, int32) new primary affinity

list(string) old erasure code profiles

list(pg) old pg upmap

list(pg) old pg upmap items

dict(int64, string) new purged snaps

Table 3.11.: inc_ osdmap Block 1
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Type Description

dict(int32, entity address) new hb back up

dict(int32, pair(int32, int32)) new last clean interval

list (entity address) new blacklist

dict(int32, entity address) new up cluster

dict(int32, uuid) new UUID

dict(int32, entity address) new hb front up

float new nearfull ratio

float new backfill ratio

int8 new require osd release

Table 3.12.: inc_ osdmap Block 2
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3.3.2. BlueFS

BlueF'S is a simple file system used only to store the KV store (RocksDB database).

It consists of the superblock at offset 0x1000, a transaction log and the actual data
extents. BlueFS does not store the current state of the file system, but simply replays
the transaction log to restore the file system state in-memory when Ceph is restarted.
When any activity on the file system happens, the new transactions are appended to the

on-disk transaction log.

allocated areas for extents

A ¥ v 4

BlueStore BlueFS .
superblock superblock transaction log

Figure 3.4.: Overview about BlueFS data structures on disk. Areas not used for BlueF'S
are used to store RADOS objects.

BlueFS can only create first-level directories. There is no possiblity to create subdi-
rectories.

The following section describes a central data structure of BlueF'S — the transaction
log. It is described before the analysis using the category scheme by Carrier because it

will be referenced in the different categories.

Transaction Log

The transaction log is a central data structure of BlueF'S. It contains a list of transactions
that were applied to the file system. When the Ceph OSD daemon is started, the

transaction log has to be replayed to get the latest status of the file system.
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Transactions are sets of one or more operations that happened on the file system.
Table 3.13 shows all possible operations in a transaction [64, lines 144 ff].

The superblock points to the physical extent storing the transaction log. This physical
extent is divided into smaller blocks (transactions). Each holds a list of operations.

The transactions can be read by sequentially jumping from one block to another. If a
valid header is found, the list of transactions can be replayed. If there is no valid data,
the end of the transaction log is reached. The structure of a transaction is outlined in

Table 3.14, while Figure 3.5 illustrates the structure of the transaction log.

Code Operation Description
0 NONE No action
1 INIT Initial action. First entry of the log
2 ALLOC_ADD Add an area of the disk to BlueFS
3 ALLOC _RM Remove an area of the disk from BlueFS
4 DIR_LINK Add a file to a directory
5 DIR_UNLINK Remove a file from a directory
6 DIR_CREATE Create a directory
7 DIR_REMOVE Remove a directory
8 FILE_UPDATE Create or update a file, contains an fnode

data structure
9 FILE_REMOVE Remove a file

10 JUMP While replaying the log, skip a certain
amount of transactions

11 JUMP_SEQ While replaying the log, skip the next trans-
action

Table 3.13.: BlueFS Operations in the Transaction Log

File System Category

The BlueFS superblock that contains general information about the file system is located
at offset 0x1000 to 0x2000 of the OSD (see Table 3.15) [65, lines 325 ff]. By reading the
fnode data structure that is located within the superblock, the transaction log can be
identified on disk (Table 3.16). See also Appendix B.2 for a hexdump of the superblock.

As an integrity check a CRC32 checksum follows the superblock [66, lines 517 f].
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Type Description

Header Data structure header

UUID UUID of the BlueFS

int64 Sequence number of this transaction; increased by one
for every new transaction.

int32 Length of the following list of operations (in bytes).

Operation(s) One or more operations. The decoder tries to decode
further operations as long as the length of the opera-
tions list (previous field) is not reached.

int32 CRC32 checksum.

Table 3.14.: BlueFS Transaction in the Transaction Log

Figure 3.5.: A transaction does not have a fixed length, but it is variable in size. Every

48

operation starts with the operation code and is followed by the payload of
the operation. In this example the transaction would be read from top to
bottom and the operations from left to right.



3.3. Applying the Carrier Model 49

There is no backup copy of this superblock. If the superblock is lost, it may be possible
to find file system metadata and content by scanning the disk for known data structures.

The test data from the test environment shows that the fnode data structure pointing
to the transaction log does not seem to always show all information. For example,
the modification time and list of physical extents are not always updated in the fnode
data structure. The inode number of this fnode is always 1 in the data from the test
environments. This data structure shows that the transaction log is treated as a file on
file system level.

The transaction log holds data of the file system category in ALLOC_ADD and ALLOC_RM
operations: They hold information about areas of the OSD that were allocated for or de-
allocated from BlueFS. Furthermore, FILE_UPDATE operations to inode 1 (the transaction
log) hold information about changes to the transaction log, for example when additional

extents were allocated for the transaction log.

Type Description
Header Data structure header
UUID Filesystem UUID
UUID OSD UUID
int64 Version
int32 Block size of BlueFS extents
fnode BlueFS transaction log metadata
int32 CRC32 checksum
Table 3.15.: BlueF'S superblock
Type Description
Header Data structure header
int64 Inode
int64 size
utime mtime
int8 prefer bdev

list(extent)  List of physical extents on block device

Table 3.16.: BlueFS fnode data structure

49



50 3. Forensic Examination of Ceph

Analysis Techniques The file system data from the superblock and — after reading the
transaction log — other file system category data like allocated areas can be decoded and

checked for consistency.
The slack space of the superblock can be extracted for further analysis.

Since BlueFS is located within the OSD, there is no real volume slack. The area of

the OSD that is not part of BlueFS is analyzed using OSD analysis techniques.

Content Category

The content of files in the file system is organized in extents. The extent addresses
are absolute addresses within the OSD. Extents of files are located in areas that were

allocated via ALLOC_ADD operations.

Analysis of the test data shows that the allocation strategy for new extents seems
to be: Allocate data after the last-used extent (next-available algorithm). Figure 3.4
illustrates how allocated areas and extents are ordered on an OSD.

There is no on-disk data structure like a bitmap that stores allocation information
about used or unused blocks or extents. The information about the allocation status is
only available after reading the transaction log. The necessary information is stored in
FILE_UPDATE and FILE_REMOVE operations. FILE_UPDATE operations in the transaction

log consist mainly of a fnode data structure (see Table 3.16).

Data Unit Allocation Unit The allocation state of data units — extents that are in use

or were used before — can be printed after reading the transaction log.

Consistency Checks The consistency of the allocation state can be verified by com-

paring the allocated extents with the allocated areas.
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Metadata Category

The transaction log holds information of the metadata category in the DIR_, and the
FILE_ operations.

DIR_CREATE creates a directory. There is no disk space or inode allocated for the
directory, it is simply addressed by its name. A DIR_REMOVE operation marks a directory
as deleted.

FILE_UPDATE operations contain the inode, size, modification time and extents of a
file. The transaction log may store more than one FILE_UPDATE operation per inode.
Therefore, it is possible to see how a file has changed over time, but without knowing
the content of the file at every point in time.

A FILE_REMOVE operation marks an inode as removed.

BlueF'S does not compress or encrypt data. Therefore, there is no need to decrypt or

decompress data.

Slack Space The slack space of files stored in BlueFS can be extracted for further

analysis. The slack can, for example, hold data from deleted RocksDB files.

Metadata Lookup After reading the transaction log, all used inodes are known. Per
inode the latest FILE_UPDATE operation contains the file’s metadata in an fnode data

structure.

Logical File Viewing The latest FILE_UPDATE data structure contains the list of extents

that have to be read to get a file’s content.

Unallocated Metadata Analysis Since the transaction log stores older transactions it

is possible to view metadata entries that refer to deleted files or to files that were updated

in the meantime.
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Consistency Checks There are three ways to execute a consistency check of the meta-

data in the transaction log:
1. The transaction log entries contain a CRC checksum which are computed per entry.

2. Every transaction log entry contains the UUID of the BlueFS which has to match
the superblock’s UUID.

3. The sequence number of every transaction must be greater than the previously

read transaction.

File Name Category

The information of the file name category is stored in the transaction log in DIR_LINK
operations. Such an operation consists of three values: directory, file name, and inode.
Afterwards, the file with this inode can be accessed under this file name in this directory.

A DIR_UNLINK unlinks the inode from the directory. The file remains on disk, but it

is not accessible via this name anymore.

File Name Listing After reading the transaction log, the names of files can be listed.
Not only current file names can be listed, but file names of deleted files and their meta-

data can also be found in the transaction log.

Application Category

There is no additional data that can be referred to as application category. Even though
the transaction log could be interpreted as a journal, it does not seem justified to count
it to the application category. In Carrier’s definition of the application category the
application data must be “not essential to the file system” [23, p. 205]. In BlueFS,

however, the transaction log is crucial for reading the file system.
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3.3.3. Rados Block Device (RBD)

RBD is an application on top of a Ceph cluster (see also Figure 2.1). Storage consumers
can map an RBD using a Linux kernel module to get access to a block device. This
RBD is created with a certain size and consists of a set of objects that reside in the
Ceph cluster. The client sees a standard Linux block device — like a hard drive — and
can create, for example, a file system on this block device.

The Ceph cluster creates several objects for an RBD:
e rbd_data.<id>.<block> objects
e rbd_header.<id> object
e rbd_object_map.<id> object
e rbd_id.<name> object
e rbd_info object
e rbd_directory object

The objects rbd_info and rbd_directory are created once per RADOS, while the

other objects are created for each RBD.

File System Category

The metadata that belongs to the file system category is not stored in a superblock, but
as metadata in the KV store.

The rbd_header.<id> object is an object without content. Its name contains the
unique ID of the RBD and the metadata is stored in M-keys. (See also Chapter 3.3.1.)

Listing 3.5 shows decoded data of the rbd_header object of an RBD.

While creating an RBD the administrator assigns a name to the RBD. This name is

stored in an object with name rbd_id.<name>. The content of the object is just the ID
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Key: shard: 0x-1, key: rbd_header.2330174b0Odc51, name: rbd_header.2330174b0dc51, <«
<—poolid: Ox1, snap: Oxfffffffffffffffe, gen: Oxffffffffffffffff
Value:
oid: 5191, object_size: 0, shards:
snapset: snapid: 0x0, snaps: Number of elements: O (0x0), clones: Number of <
—elements: 0 (0x0)
_lock.rbd_lock: desc: , type: 1, tag: internal
_: size: 0x0, mtime: 2018-03-30 14:42:22.971968445, soid: key: , oid: <«
<—rbd_header.2330174b0dc51, nspace: , pool: Ox1

Additional Metadata from KV Store (M prefix)
create_timestamp: 2018-03-30 11:17:25.190355644
features: 1 (0x1)

flags: 0 (0x0)

object_prefix: rbd_data.2330174b0dc51

order: 22 (0x16)

size: 52428800 (0x3200000)

snap_seq: 0 (0x0)

List of Listings 3.5: Decoded data of the file system category of an RBD.

of the RBD encoded as a string. There is also the rbd_directory object. It is an object
without content, but there is metadata in M-rows to map RBD IDs to RBD names and

vice versa.

Since this metadata is stored in form of objects which are distributed using the CRUSH
algorithm, it cannot be found on every OSD. Therefore, it may happen during an analysis
of a single OSD that the existence of an RBD is known, but its name, size, or creation

date remains unknown.

Content Category

The data that the client writes to the block device is located in the rbd_data objects. The
name has the format rbd_data.<rbdid>.<block>. The RBD space is lazily allocated:
The corresponding object is only created when a client writes data to a block of the
RBD for the first time. The total size of the rbd_data objects cannot exceed the size of

the RBD.
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As RBDs can have a size of several GiB or TiB, there are a lot of rbd_data objects.
Not all of them will be located on the same OSD, leading to the situation that only
portions of a block device can be reconstructed. A useful analysis of the contents of an
RBD might not be possible.

On the other hand, by using the metadata information of the rbd_data objects it is
possible to get the modification time of a certain area of the RBD. This is in contrast to
a physical block device like a hard drive, where it is not possible to tell when a certain
block was last accessed.

The data that tracks RBD block allocation status seems to be stored in the rbd_-
object_map object [67], but in the data from the test environment this object does not

contain data.

File Name Category and Metadata Category

There is no data on a raw block device that matches the definition of the file name or
metadata category.

Application Category

The rbd_header object holds information about the lock status of an RBD. If a client
mounts an RBD the lock is written to the rbd_header object as an extended attribute

_lock.rbd_lock.
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3.3.4. CephFS

CephFS is a POSIX-compatible file system that can be configured on top of a Ceph

cluster (see also Figure 2.1). It is not to be confused with BlueFS.

CephF'S is an application that extends RADOS and stores files and directories as

objects within the object store.

CephF'S stores files and directories as objects in two pools in the Ceph cluster. One

pool is used for data, i.e. files, and the other pool is used for metadata, i.e. directories.

Furthermore, CephF'S needs at least one server that is configured as MDS (metadata
server). MDS store additional metadata, organize the CephFS data and serve clients
with information which objects to access. Clients need access to at least one MDS, but

then retrieve file contents directly from the server on which the objects are stored.

File System Category

There is no superblock or a similar data structure on disk. While BlueFS and the OSD
store this data in a block at a known address, CephF'S stores the information about its
presence in RADOS. This means that the information is stored in replicas on different
OSDs’ KV store. This implies that — when only analyzing a single OSD — there might

be no evidence of a certain category although one sees evidence of other categories.

Content Category

The content of files is stored in objects. Therefore, the allocation status of blocks of the
underlying block device can be extracted from the bitmap. But without further analysis
it is not possible to determine if an allocation unit is used for CephF'S or for another use

case, such as RBD.
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Key: shard: 0x-1, key: 1000000eb98.00000000, name: 1000000eb98.00000000, poolid: 0x2, <+
—rsnap: Oxfffffffffffffffe, gen: Oxffffffffffffffff

Value:

oid: 5625, object_size: 0, shards:

_parent: inode: 0x1000000eb98 -> ancestors: ino: 0x1000000eb6b, dname: factsheet, <
—ver: Oxfe->ino: 0x1000000eb47, dname: components, ver: Oxlfc->ino: 0<>
<—x1000000c0d7, dname: ushell, ver: Oxclc->ino: 0x1000000c09e, dname: sap, ver: 0«
<—x155->ino: 0x1000000c09d, dname: resources, ver: 0x13f->ino: 0x1000000bf9d, <«
~+dname: uib, ver: 0x9d->ino: 0x1000000bf9b, dname: sap, ver: 0x67->ino: 0+
<—x1000000bf99, dname: resources, ver: Oxcc->ino: 0x1000000a8dc, dname: <«
—hdbcockpit, ver: 0x484->ino: 0x1000000a8db, dname: hdb, ver: 0x10Ob->ino: 04>
<+x1000000a8d9, dname: global, ver: Oxlcc->ino: Ox1l, dname: SES, ver: 0x921c3, <
—pool: 0x2

_layout: objectsize: 0x0, poolid: Oxffffffffffffffff, pool_ns:

_: size: 0x0, mtime: 2018-03-21 10:31:58.654878684, soid: key: , oid: 1000000<-
—eb98.00000000, nspace: , pool: 0x2

snapset: snapid: 0x0, snaps: Number of elements: O (0x0), clones: Number of <

<—selements: 0 (0x0)

List of Listings 3.6: O-row of a directory object

Metadata Category

File system metadata — inode and directory information — is stored in a distributed
fashion in the KV store. That means, not every OSD holds the complete metadata
information but just a subset. The metadata stored on an OSD does not necessarily

refer to files stored as objects on the same OSD.

Each CephFS directory and CephFS file is an object in the object store (see Figure
3.6); and therefore, it has metadata stored in 0-rows. The object name in the 0-key is
the inode number of this directory or file. The 0-value holds additional metadata in form
of extended attributes, e.g. information about the full path in the CephF'S including the

file or directory name, parent directory names, and parent directory inode numbers.

The decoded metadata of a file may look like in Listing 3.6. One can see that the
full path, including inode number of every parent directory, is included in the _parent

attribute.
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bin
lib | 319 |

Figure 3.6.: Every directory containing file names is stored as object [2, p. 38|

If an object is a CephFS directory it has additional metadata in the M-rows. The
matching M-rows can be looked up via the OID that is stored in O-values (see also
Figure 3.2). There are two kinds of metadata stored for a CephF'S directory: directory
information about itself and child information about files and directories that are located

within this directory.

Directory information Metadata of directories is stored in M-rows where the key ends
with “-”. The key also contains the directory’s OID.

Every directory metadata M-value starts with an fnode data structure. It is different
to the BlueFS fnode data structure. The CephFS data structure stores for example the

number of files and subdirectories of this directory.

Child information Metadata of children is stored in M-rows where the key ends with
_head. The key also contains the 0ID of the directory and the child’s file or directory
name: M<oid>.<filename>_head

The M-value contains an inode data structure that stores for example: Inode number
(This inode number is the name of the object that contains this file or directory.), size (0

for directories), creation time, mode, UID, GID, links (for hardlink support), and name.
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-: fnode: fragstat: mtime: 2018-03-21 10:31:04.911033000, nfiles: 3, nsubdirs: 7, <
<—>change_attr: 10, rstat: rbytes: 430060, rfiles: 27, rsubdirs: 7, rctime: <«
<—+2018-03-21 10:31:04.919033000

Component-dbg. js_head: inode: 0x1000000eb99, size: 1782, rdev: 0, ctime: 2018-03-21 <«
<10:31:04.887033000, mode: 100440, uid: 111, gid: 479, nlink: 1, dir_layout: 0x0

Component . js_head: inode: 0x1000000eb9a, size: 1026, rdev: O, ctime: 2018-03-21 <>
<10:31:04.887033000, mode: 100440, uid: 111, gid: 479, nlink: 1, dir_layout: 0x0

annotation_head: inode: 0x1000000eb9b, size: 0, rdev: 0, ctime: 2018-03-21 <«
<$10:31:04.891033000, mode: 40750, uid: 111, gid: 479, nlink: 1, dir_layout: 0x2

controls_head: inode: 0x1000000eb9e, size: 0, rdev: 0, ctime: 2018-03-21
<10:31:04.899033000, mode: 40750, uid: 111, gid: 479, nlink: 1, dir_layout: 0x2

css_head: inode: 0x1000000eba9, size: 0, rdev: 0, ctime: 2018-03-21 <«
<10:31:04.899033000, mode: 40550, uid: 111, gid: 479, nlink: 1, dir_layout: 0x2

factory_head: inode: 0x1000000ebab, size: 0, rdev: O, ctime: 2018-03-21 <>
<$10:31:04.903033000, mode: 40750, uid: 111, gid: 479, nlink: 1, dir_layout: 0x2
resources. json_head: inode: 0x1000000ebae, size: 1683, rdev: 0, ctime: 2018-03-21 <«
<$10:31:04.903033000, mode: 100440, uid: 111, gid: 479, nlink: 1, dir_layout: 0x0
tools_head: inode: 0x1000000ebaf, size: 0, rdev: O, ctime: 2018-03-21 <
<10:31:04.907033000, mode: 40750, uid: 111, gid: 479, nlink: 1, dir_layout: 0x2
views_head: inode: 0x1000000ebb2, size: 0, rdev: O, ctime: 2018-03-21 ¢
<$10:31:04.911033000, mode: 40750, uid: 111, gid: 479, nlink: 1, dir_layout: 0x2
vocabularies_head: inode: 0x1000000ebb7, size: 0, rdev: 0, ctime: 2018-03-21 <«
<$10:31:04.919033000, mode: 40750, uid: 111, gid: 479, nlink: 1, dir_layout: 0x2

List of Listings 3.7: M-rows of a directory object

The suffix _head is used to identify the current version of file metadata. If a snapshot

was created the suffix contains the snapshot ID.

The decoded metadata of a directory and its children may look like shown in Listing

3.7.

Metadata Lookup An investigator may find an inode number of a CephFS file or

directory and wants to find the matching metadata.

The following steps have to be taken: Lookup the 0-rows of the object where the object
name is the inode number. The 0-value then contains the first part of the metadata. By

using the OID in the 0-value it is possible to look up the metadata in the M-rows.
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Logical File Viewing After executing a metadata lookup as described before, the phys-
ical extents allocated for an object are known. Therefore, the content of an object can

be extracted for further analysis.

File Name Category

The information of the file name category is stored in the 0-values as extended attributes
to the object metadata.
Files can be split in more than one object. The object with ID 1 holds an extended

attribute _parent. It contains
e inode: its own inode number, which is the same as its object name
e list of ancestors:

— inode: ancestor’s inode number

— dname: the name of the file or directory within its parent directory

By reading this information it is possible to build the full path of a file within CephF'S.
It is also possible to gather some information about directories even though their meta-

data is not stored on the same OSD.

File Name Listing The M-rows can be used to get the names, inode numbers, and
other metadata of files and subdirectories in a directory. By using the inode number it
is possible to get the object metadata, such as allocated extents.

The inode number of the root directory is 1 [68, line 43].

File Name Searching A specific file name can be searched by reading the 0-rows and

M-rows of the KV store and searching for this specific name.

Application Category

CephF'S uses certain objects to store application category data [68, lines 51 ff].
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Depending on the content CephF'S uses different prefixes:
e Prefixes 100. and 600.: Inode information.

e Prefixes 200., 300., 400. and 500.: Journaling data.

There are additional objects like the mds<id>_inotable objects that store information

about free inodes per MDS [69, lines 1142 ff].

3.4. Cache Tiering

Cache tiering is a built-in functionality of Ceph to improve the I/O performance of
certain workloads while at the same time saving hardware costs. If a cache tier is active,
Ceph determines hot and cold data. Hot data are objects that were accessed or modified
within a certain timespan, for instance within the last two minutes. Ceph stores these
objects on fast storage devices so that further access operations to them have a fast
response time. Cold data are objects that were not accessed for a longer period of time.
Ceph transfers these objects to slower storage devices. The intention behind cache tiering
is to reduce hardware costs by having a large storage of slow, but inexpensive storage
devices, for example HDDs, while making use of a smaller and faster storage of more
expensive devices such as SSDs. The data is transferred between slow and fast storage
as needed when data becomes hot or cold [30, 70].

To configure cache tiering one needs to modify the crushmap and define different
buckets: One bucket contains the fast storage for hot data (cache tier), one bucket
contains the slow storage for cold data (base tier). The replication and redundancy
settings for both tiers are configured using CRUSH rulesets [70].

Cache tier and base tier OSDs are normal OSDs. They are not formatted in a different
way than OSDs in a non-cache tiering setup. This implies that the results of the previous
chapters can be applied to these OSDs, too. OSDs from the cache tier hold objects that

were modified or accessed more recently, while OSDs from the base tier hold older objects.
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Whether cache tiering is or was active in a Ceph cluster can be determined by analyzing

the crushmaps extracted from osdmap objects.
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4. Implementation of Vampyr

Vampyr (from Vampyroteuthis infernalis, vampir squid, a cephalopod) is the implemen-
tation of the findings described above. The development was part of the thesis. It is
a Python-based command-line software for Linux, available at https://github.com/
fbausch/vampyr under the Apache License 2.0.

Vampyr analyzes Ceph BlueStore OSDs, and extracts and displays data of the five

different data categories.

4.1. General Design

Vampyr consists of two Python programs: vampyr.py and vampyr-rebuild.py.
vampyr.py is the tool for analyzing and extracting data from an OSD. vampyr-
rebuild.py can be used to put chunks of RBDs, CephFS files and objects together.
Vampyr was implemented in Python for rapid development. It does not use Ceph
libraries or Ceph code in order to rule out side effects that could potentially occur by
using them. Overall, Vampyr consists of about 4500 lines of Python code.
In order to analyze the RocksDB-based KV store Vampyr needs the 1db tool which is

part of RocksDB. 1db extracts all database rows stored in the RocksDB files.

4.1.1. Structure

Vampyr consists of different Python modules:
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vampyr . py: Contains the logic to parse the command-line arguments. Depending
on the command-line arguments it makes use of different modules to extract or

present data.

vampyr/datatypes.py: Contains the decoders for basic data types, such as inte-

gers, strings, lists or dictionaries.

vampyr/osd.py: Contains the logic to analyze OSDs, for instance the decoder for
the BlueStore superblock. Loads BlueFS and the KV store using the respective

modules.

vampyr/bluefs.py: Contains the logic to analyze BlueFS, read the transaction

log and extract the BlueF'S content.

vampyr/kv.py: Contains the parsers for the KV datasets. It also contains the logic

to extract object content and metadata.

vampyr/decoder.py: Contains decoders for encoded object content, such as osd-

map and inc_ osdmap.

vampyr/exceptions.py: Defines Vampyr-related exceptions.

vampyr-rebuild.py: Rebuilds files or RBDs using extracted objects. It does not

have dependencies to other modules.

The central Vampyr class is 0SD (Figure 4.1). It gives access to the BlueStore label, the

KV store and BlueFS. The class for accessing the KV store is called RDBKV (for RocksDB

KV store) and has an attribute for each of the KV prefixes. For example, the attribute

p0 handles all 0-rows. The class BlueFS allows accessing the BlueFS superblock, the

transaction log, and the directories and files.
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OSD
bluestorelabel
bluefs
kv RDBKV
pO
pS
pT
pC
pM
pP
pB
BlueFS ] pb
superblock pI).(
transactions P
ino_to_file_map
| dirlist

Figure 4.1.: General overview

The class BlueFSSuperblock has an attribute log_fnode — an instance of BlueFSFNode
— which points to the transaction log (Figure 4.2). The class BlueFSFNode holds the list

of allocated physical extents, inode number, size and modification time.

The superblock also holds a list of transactions (BlueFSTransaction). Each trans-
action contains a list of operations (BlueFSOperation). Each operation holds the code
of the operation and operation-specific attributes, e.g. file (an BlueFSFnode instance)

for FILE_UPDATE operations.

The dictionary ino_to_file_map contains all allocated inode numbers and the cor-
responding BlueFSFiles. The list dirlist contains a list of BlueFSDir objects. Each
instance holds the directory name and a directory-specific mapping of inode numbers to

file names.
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BlueFS 4,— BlueFSSuperblock ] BlueFSFnode ]—
superblock log_fnode ino
transactions size
ino_to_file_map mtime
dirlist extents

BlueFSDir BlueFSFile BlueFSExtent ]
dirname ino offset
ino_to_file_map size length

mtime

extents
BlueFSTransaction I BlueFSOperation
operations op
structlen file

Figure 4.2.: BlueF'S overview

Figure 4.3 shows how the RDBKV class accesses data. Because of the large amount of im-
plemented classes, this figure only shows a part of the classes. The class PrefixHandler0
parses all O-rows. KVOnode objects hold the data of the 0-values, including OID, object
size, extended attributes, and all logical extents. The dictionary onode_map contains
the mapping of 0-keys to values, while the dictionary oid_map contains a mapping from
OID to 0-row. The different pool IDs found in the O-rows are collected in poolids.

The logical extents (LExtent) have the attributes logical_offset indicating the
offset within the object, length, and blob. The blob is a KVBlob object which holds a
list of CephPExtent objects. The valid attribute indicates, whether the physical extent
holds data or has to be skipped while reading data.

The PrefixHandlerMP class handles both, M-rows and P-rows. However, the attributes
pM and pP of RDBKV are different instances of this class. The meta_map attribute is a
dictionary mapping OIDs to the metadata belonging to the object of this OID.

The header_map attribute maps OIDs to KVFnode objects, if there is CephF'S directory

metadata. The dentries attribute is a dictionary mapping file names to the KVInode
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objects of the directory content. The inode_map attribute of the PrefixHandlerMP class
holds a dictionary that maps all known inode numbers to the corresponding KVInode
objects. The KVInode objects hold inode number, creation time, mode, GID, UID, and

size of the file or directory.

RDBKV J— PrefixHandlerO KVOnode LExetent KVBlob
pO onode_map oid logical_offset extents
pS poolids size length
pT oid_map attrs blob
pC lextents
pM
pP
pB : )
pb PrefixHandlerMP KVFnode KVInode | | CephPExtent
pL meta_map dentries inode offset
pX .

header_map —— ctime, mode length
inode_map gid, uid, size valid

-

Figure 4.3.: KV overview

4.1.2. Parsing and Reading Data
The workflow to parse and read data implemented in Vampyr is as follows:
1. Decode and validate the BlueStore label.

2. Load BlueFS data:
a) Decode and validate the BlueFS superblock.
b) Initialize the ino_to_file_map with the data of the transaction log.

c) Read and decode the transaction log.
3. Extract the content of BlueF'S to a temporary directory.

4. Parse and load the data using 1db:

a) Sort the rows alphabetically and by prefix.
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When data from rows of a certain prefix is needed, parse all datasets with

this prefix:
i. Call the prefix handler’s parse_dataset method for every dataset.

ii. Build the prefix handler’s data structures with the parsed data.

4.1.3. Extracting Data

The workflow to extract object data after reading and parsing the KV store is shown

here:

1. Loop over all datasets (Ceph objects) stored in the onode_map of PrefixHandlerO:

68

Get the OID and the KVOnode object of this dataset.

Check, if the object contains decodable data, for example osdmap and inc_ osd-

map objects, and decode the data, if possible.
Write the decoded data to a file.

Extract the object content, slack space, and compute the MD5 checksum of

the object content.
i. Loop over all physical extents of this object and read them.

ii. The size of the object content is stored in the size attribute of the
KVOnode class. The first size bytes read previously are the content of

the Ceph object. The remaining bytes are the slack space.
Store the content, slack space, and MD5 checksum in files.

If the Ceph object has a mtime defined in the extended attributes, set the

mtime of the file storing the content to this value.

Write the content of the dataset (data of the metadata and file name category)

to a file.
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h) Look up additional metadata from the meta_map of PrefixHandlerMP using

the OID.

i) Write this metadata to the metadata file.

2. Loop over all datasets stored in the meta_map of PrefixHandlerMP.
a) Write all metadata per OID to a file.
b) Use the OID to look up the object information in the oid_map of PrefixHandlerO.

c) Use the CephFS related metadata to create symlinks to parent and child

directories and files.

4.2. Functionality and Options of vampyr.py

vampyr . py tries to implement the results of the research outlined in the earlier chapters.
It executes basic consistency checks using the data structure headers. After decoding a
data structure the decoder checks whether the number of read bytes matches the data
structure length.

In many cases fields of data structures contain values that are predictable, for instance
UUIDs at certain positions. These values are checked using assertions. If such a field
holds a value that is not as predicted, vampyr . py detects it.

Vampyr reads the BlueStore label and checks if the size of an OSD is smaller than the
containing image. Afterwards, it reads the BlueFS superblock to locate the transaction
log. Then it reads the transaction log and restores the BlueFS state. Both the trans-
action log and the BlueF'S state can be displayed. The file contents are extracted to a
temporary directory and loaded using the 1db tool.

The BlueFS content can also be extracted to a user-defined directory for manual
analysis: Superblock slack space, directories and files including mtime timestamp, and

file slack spaces are extracted to this directory.
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Vampyr tries to decode all datasets of the KV store. Depending on the command-line
parameters Vampyr executes different metadata lookups to extract objects and their
metadata, print bitmap and allocation state information, and decode osdmap informa-
tion.

The command-line parameters are:

--image The --image parameter is used to provide a file that holds an image of an

OSD.

--offset If the actual OSD does not start at the first byte of the image, but is preceeded
by, for example, an LVM header, then a user can provide the offset with this parameter.

Vampyr is implemented in a way that all offsets that are part of the output are relative

to the offset.

--verbose Turns on verbose output.

--logging The parameter --logging takes the values INFO or DEBUG. Depending on the

log level Vampyr prints status and debug information.

--ldb  Via this parameter the user can provide the location of the 1db executable. If

1db is in the PATH environment variable, this option can be skipped.

--clear Vampyr extracts data to different directories (see below). If the --clear flag

is set, these directories are emptied before extracting to them.

--scan If set, Vampyr does not load or analyze the KV store. Instead it simply scans
the image for known data structures. In the current implementation these structures
are osdmap, inc_ osdmap, and osd__super data structures.

The parameter expects a directory. All data structures that could be identified are

extracted to this directory.
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--bslabel If this parameter is set, Vampyr prints information about the BlueStore su-
perblock. Additionally, it prints metadata from the KV store that also fits into the file
system category of the OSD. Listing 4.1 shows that the analyzed OSD for instance has
a size of about 99 GiB, its UUID, and the UUID of the BlueFS. Additionally, the KV
store data indicate that the minimal allocation size of physical extents is 64 KiB. As
suggested by Carrier, the file system category data is presented and the start of the

volume slack is computed.

--bfssuper If this parameter is set, Vampyr prints information about the BlueFS su-
perblock. Listing 4.2 shows the superblock data of a BlueFS. It includes the UUID of

BlueFS and the OSD, but also the extents of the transaction log.

--bfstx If this parameter is set, Vampyr prints the BlueFS transaction log. This means,
every extracted operation in BlueFS is listed. Listing 4.3 shows two transactions of the
transaction log. At the start of the line one finds the offset of the transaction on disk,
then the sequence number of the transaction. Afterwards, Vampyr lists the operations
in the transaction, including the operation code and a summary of the payload.
Vampyr also tries to read transactions in areas that the transaction log skips. If there

is any reconstructable transaction, it appears in the “BlueF'S Skipped Transaction List”.

--xbfs This parameter expects a directory. Vampyr extracts the BlueF'S content into

this directory. It preserves the timestamps.

--Ispes If this flag is set, Vampyr analyzes the physical extents. In order to do this,
Vampyr loads the KV, loads all objects and keeps track of all physical extents that are
in use by objects. Afterwards, Vampyr knows all allocated and unallocated areas of the

OSD and can output them as depicted in Listing 4.4.
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BlueStore Superblock Information:

Start at: 0x0
End at: 0x15¢c

bluestore block device
66831e26-3a66-4547-9646-7cd26505a886

0SD UUID: 66831e26-3a66-4547-9646-7cd26505a886
0SD length: 0x18£fc00000 B = ~ 99 GiB

Last used at: 2018-03-04 11:32:04.404952490
Metadata information:

- bluefs: 1

- ceph_fsid: e81f1260-b58f-4f4e-b53a-a21d9b3617c8
- kv_backend: rocksdb

- magic: ceph osd volume v026

- mkfs_done: yes

- osd_key: AQAjy5tatJpMGxAACSpaO6WhtPREOvXEYfmLaQ==
- ready: ready

- whoami: 0O

CRC32 checksum: 0xb759e167

blobid_max: 174080 (0x2a800)
bluefs_extents: Number of elements: 1 (0x1)
freelist_type: bitmap
min_alloc_size: 65536 (0x10000)
min_compat_ondisk_format: 2 (0x2)
nid_max: 20507 (0x501b)
ondisk_format: 2 (0x2)

bluestore_statfs: allocated: 0x20000, stored: Oxaf7, compressed_original: 0x0, <
—compressed: 0x0, compressed_allocated: 0x0

List of Listings 4.1: BlueStore file system category data presented by Vampyr.
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BlueFS Superblock Information:
Start at: 0x1000
End at: 0x1063
BlueFS UUID: 9a5b96ec-0b8d-4f74-9c43-68fcal7311a3
0SD UUID: 66831e26-3a66-4547-9646-7cd26505a886
Version: 3
Block size: 0x1000
Log fnode Information:
- ino: 1
- size: 1048576, 0x100000
- mtime: 1970-01-01 01:00:00.000000000
- prefer block device: 0
- extents:
- 0xc0ae00000+0x100000 (bdev 1)
(at ~ 6 GiB offset)
- 0xc0aa00000+0x400000 (bdev 1)
(at ~ 6 GiB offset)
CRC32 checksum: 0x5fbal386

List of Listings 4.2: BlueF'S superblock information presented by Vampyr.

0x0000000bffe98000 -> seq: 0x00000099: OP: DIR_UNLINK, dir: db, file: 000025.sst | OP:<—
< FILE_REMOVE, ino: 39 | OP: DIR_UNLINK, dir: db, file: 000013.sst | OP: «
<FILE_REMOVE, ino: 22 | OP: DIR_UNLINK, dir: db, file: 000010.sst | OP: <«
<»FILE_REMOVE, ino: 17 | OP: DIR_UNLINK, dir: db, file: 000004.sst | 0OP: <«
<—FILE_REMOVE, ino: 8 | OP: FILE_UPDATE, ino: 42, size: 156, mtime: 2018-03-26 <
—+16:51:53.672210589, extents: 0xc04400000+0x100000

0x0000000b££e99000 -> seq: 0x0000009a: OP: FILE_UPDATE, ino: 42, size: 269, mtime: <
<—2018-03-26 16:51:53.687759855, extents: 0xc04400000+0x100000

List of Listings 4.3: Two transactions extracted by Vampyr from the transaction log.
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0x0-0x4000
0x10000-0x750000
0x770000-0xe00000

0x4000-0xc000
0x760000-0x10000
0x1570000-0x18£e690000

List of Listings 4.4: Vampyr overview over allocated and unallocated areas of the OSD.

--xpes This parameter expects a directory. Vampyr extracts all unallocated areas of
the OSD into this directory. Each unallocated area is extracted in its own file. The

filenames consist of the offset of the area on the OSD and the length of the area.

Afterwards, the extracted unallocated areas can be analyzed using forensic tools like

file carving tools.

--analyzepes Vampyr looks at all unallocated areas of the OSD and analyzes how many
512 KiB blocks are actually empty and how many contain any kind of data. Empty means
filled with zeros. It does not analyze whether the data in the blocks is usable in any

way.

--Isobjects If this flag is set, Vampyr lists the names of all objects found in the KV
store.

The objects are sorted using their prefix, for instance rbd_data.<rbdid> and osdmap,
to make the list shorter and easier to read. Listing 4.5 shows for example that there are
inc_osdmap.1 to inc_osdmap.65, but also several other objects, including RBD-related

objects.
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inc_osdmap -> 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, <
—21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40,
— 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52, 53, 54, 55, 56, 57, 58, 59,
—60, 61, 62, 63, 64, 65

osd_superblock ->

osdmap -> 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, <«
—22, 23, 24, 25, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41,
— 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60,
—61, 62, 63, 64, 65

rbd_data.2330174b0dc51 -> 0000000000000000, 0000000000000001, 0000000000000002, <=
<—+0000000000000003

rbd_directory ->

rbd_header -> 2330174b0dc51

rbd_id -> myrbdil

rbd_info ->

rbd_object_map -> 2330174b0dc51

scrub_1 -> 3, ¢, 11, 13, 14, 16, 1d, 1f, 21, 25, 2a, 2b, 2f, 30, 36, 37, 39, 3b, 3c, 3¢«
—d, 40, 44, 47, 49, 4a, 4b, 4d, 50, 57, 5¢c, 60, 61, 63

snapmapper ->

List of Listings 4.5: Vampyr showing the object list sorted by prefix of the object name.

--decobjects If this flag is set, Vampyr tries to decode objects and prints them. This is
only usable for objects that are stored as encoded data structures: inc_ osdmap, osdmap,

osd__superblock, rbd_id. This option should be used with the objfilter option.

--objfilter This parameter expects a regular expression. This regex is used as a filter

for object names. Objects are only handled if their names match the regex.

--Isbitmap If the flag is set, Vampyr shows the bitmap metadata and the bitmap from
the KV store. Listing 4.6, for instance, shows that a bitmap represents 128 blocks and
that every block represents 64 KiB. The bitmap list consists of the physical offset to
which the bitmap refers and the actual bitmap. 1 means that the block is marked as

used.

--xbitmap This parameter expects a directory. Vampyr extracts all blocks that are

marked unallocated in the bitmap to this directory. Consecutive unallocated blocks is
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blocks --> 0x190000
blocks_per_key --> 0x80
bytes_per_block --> 0x10000
size --> 0x18££c00000

0x0000000000000000 --> 0000000000000000000000000000000000000000000000 <
<~»000000000000000000000000000000000000000000000000000000000000000 <~
~—0000100000000000000

0x0000000000800000 --> 0000000000000000000000000000000000000000000000 <
<»000000000000000000000000000000000011111000111111111111111111111
—1111111111111111111

List of Listings 4.6: Bitmap metadata and bitmaps presented by Vampyr.

extracted to the same file. Each file name contains the offset of the unallocated area and

the length.

--xall This parameter expects a directory. Vampyr extracts all objects, their metadata
and slack space to this directory. If there is CephFS metadata, it is also used to restore
information about directories, file names and locations in CephF'S.

The slack space of the BlueStore label is extracted into slack_bslabel and the slack
space of the BlueF'S superblock into slack_bfssuperblock. It also writes the metadata
of M-rows and P-rows to the files kvmetadata_M and kvmetadata_P. The data is sorted
by OID.

Within the specified directory Vampyr creates a subdirectory for each object prefix,
for example osdmap, rbd_data.<rbdid>, or 100000a (as an example for a CephFS i-
node number). Vampyr extracts content, slack space, and metadata to the matching
subdirectory.

The following files may be created by Vampyr depending on whether there is data to

extract:
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1s -1 1000001a802/parent
1000001a802/parent -> ../1000001300b

List of Listings 4.7: The parent symlink shows to the directory that holds the parent
directory information.

e object_<ID>: The content of the object with this ID. For example the file rbd_
data.30572ae8944a/object_0000000000010029 contains the data of the object

rbd_data.30572ae8944a.0000000000010029.
e md5_object_<ID>: Contains the md5 checksum of the object content.

e vampyrmeta_<ID>: The metadata that could be extracted by Vampyr. This in-

cludes the data from O-rows and M-rows.
e slack_<ID>: The slack space of the object. This file is empty if there was no slack.

e self_<filename>: If the object is a CephFS file or directory, this file is created

without content to indicate the file or directory name.

e parent: If the object is a directory or file in CephFS, this symlink is created and
shows to the subdirectory that contains the parent directory’s data as shown in

Listing 4.7.

e child_<filename>: If the object is a CephFS directory, Vampyr creates symlinks
to the subdirectories that contain data of all children of this CephFS directory as

shown in Listing 4.8.

e decoded_<id>: If the object contains a data structure that Vampyr can decode,

the decoded data is written to this file.

e crush_<id>: If the object contains a crush map, it is extracted to this file. The
crushmap is still encoded, but it can be decoded using Ceph’s crushtool [71]. Ob-

jects that contain crush maps are osdmap and inc_osdmap objects.
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1s -1 child_x

child_HDB50 -> ../1000000f47a
child_exe -> ../1000000a8f6
child_global -> ../1000000a8db
child_hdbclient -> ../1000001328d
child_hdblcm -> ../1000000f4af
child_profile -> ../1000000a8da

List of Listings 4.8: The child_ symlinks point to the directories holding the
subdirectory or file information.

--Ispgs If this flag is set, Vampyr displays PG metadata from the KV store.

4.3. Functionality and Options of vampyr-rebuild.py

After extracting objects that are part of RBDs or CephFS files using the --xall option
of vampyr. py, the tool vampyr-rebuild.py can rebuild an RBD or file using all known
parts. Obviously it is not possible to rebuild data of missing parts.

To increase the number of known parts of an object one can execute Vampyr with the
--xall option for every known OSD and extract the objects to the same directory. If
Vampyr finds the same object in more than one OSD, it keeps the newest. Whether an
object version is newer is determined by the timestamp.

Afterwards, vampyr-rebuild.py can put the objects of the different OSDs together.

After executing the tool the directory with the object data contains a file called
rebuild. This file contains, for example, a restored CephFS file or a restored RBD.

Missing parts are filled using zeros.

--dir This parameter expects the directory with the object_ files. This could be for
instance ./extract/rbd_data.30572ae8944a/ after Vampyr was executed with —-xall
./extract/.

vampyr-rebuild.py looks for all files called object_<id> and puts them together.
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--blocksize This parameter expects the size in bytes of the different objects. The tool
defaults to 4194304 bytes (4 MiB) which should work. If the tool finds an object part
that is larger than the blocksize, it aborts.

The test data shows that RBD data and CephF'S files are split into objects of 4 MiB
size. Smaller objects can exist, too, for example at the end of an file or because RBD

objects are allocated lazily.
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5. Evaluation

This chapter describes the test environment and test data (Chapter 5.1) and how this
test data shows that Vampyr retrieves and displays correct information (Chapter 5.2).
Chapter 5.3 contains an analysis regarding the completeness of the results of Vampyr

and Chapter 5.4 analyzes its runtime performance.

5.1. Test Environment

In order to generate test data, a clean test environment was set up using three VMs with
four virtual CPUs (the underlying hardware was an Intel(R) Xeon(R) CPU ET7-8890 v3
@ 2.50GHz) and 32 GB RAM (hostnames vin911, vm912, and vin913). Each VM was
running Debian GNU/Linux 9.3 (stretch) as operating system and Ceph version 12.2./
luminous (stable).

The storage layout of each VM consisted of a 16GB virtual hard drive for the operating
system and a 100GB virtual hard drive as Ceph OSD.

The cluster was created and managed via an additional VM (hostname vm900).

After creating the Ceph cluster, certain actions were taken and images of the OSDs
taken via the command line tool dd. Before taking OSD images the OSDs were stopped.

The following list contains the list of actions and the name of the step:
1. Empty OSD: emptyosd

2. Create a pool called mypooll: poolcreated
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3. Initialize the pool: poolinit

4. Create an RBD: rbdcreated

5. Write test file (see below) at offset 0x0 of the RBD: filewritten

6. Write test file at offset 0x1e00000 (30 MiB) of the RBD: filewritten2
7. Create two pools and a CephFS using these two pools: cephfscreated

8. Mount CephFS on vin900, create directories and files within the CephFS in direc-

tory test_files: cephfsused

9. Mount CephFS on vm900, create directories and files within the CephF'S in direc-
tory test_files2 with the same files as before. Additionally, create 10,000 empty
files in the directory empty_file using emtpy-files.sh <mnt>/empty_files/

(see Appendix C.1 for the script) to fill the file system journal: cephfsused?2

The image files can be found in the attachment in directories named after their step.

The test data file is called blockfile and is attached. It has a size of 13 MiB (MD5
checksum 5d9a8a13529b425c626a6654886c37ef) and consists of 26 blocks with a size
of 512 KiB each. The first block is filled with the ASCII character a, the second with b,
and so on. This layout was chosen to easily see how data is fragmented by Ceph.

The files and directories created in the CephF'S are also contained in the attachment
(directory test_files) and consist of several JPEG files, a ZIP file and two ASCII-

encoded text files.

5.1.1. Other Test Data

In order to validate findings, some OSD images of Lenovo test and certification clusters
for SAP HANA setups were analyzed.
The servers of these clusters were running SUSE Linux Enterprise Server for SAP

Applications 12 Service Pack 3 with Ceph 12.2.2-861 luminous (stable).
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Prefix -> Object

rbd_data.2330174b0dc51 -> 0000000000000000, 0000000000000001, 0000000000000002, <=
~—0000000000000003

rbd_directory ->

rbd_header -> 2330174b0dc51

rbd_id -> myrbdil

rbd_info ->

rbd_object_map -> 2330174b0dc51

List of Listings 5.1: Vampyr output of objects holding RBD data at state filewritten

5.2. Correctness

In order to ensure that Vampyr extracts valid data from OSDs, the test images were

analyzed. The results are presented in the following three sections.

5.2.1. RBD

Analyzing OSD images at states rbdcreated, filewritten, and filewritten2 shows that
objects for RBDs are allocated lazily. Only blocks that are used are allocated. After
writing the test file to offset 0x0 there are four rbd_data objects and several RBD objets
holding metadata (Listing 5.1).

The objects with IDs 0 - 2 have a size of 4 MiB, the object with ID 3 has a size
of 1 MiB. vampyr-rebuild.py creates a file that has the same MD5 checksum as the
test file. This shows that Vampyr extracted the correct data from the OSD image and
vampyr-rebuild.py put them together in the correct order.

After writing the test file to offset 0x1e00000, the objects with IDs 7 - 10 exist while
IDs 4 - 6 are still not allocated (see Listing 5.2). After rebuilding the RBD, the test file
can be located at offset 0x0 and 0x1e00000 and the reconstructed file has a size of 43

MiB.
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Object List:

Prefix -> Object

rbd_data.2330174b0dc51 -> 0000000000000000, 0000000000000001, 0000000000000002, <=
—0000000000000003, 0000000000000007, 0000000000000008, 0000000000000009, <=
<—+000000000000000a

rbd_directory ->

rbd_header -> 2330174b0dc51

rbd_id -> myrbdl

rbd_info ->

List of Listings 5.2: Vampyr output of objects holding RBD data at state filewritten2

Additional Metadata from KV Store (M prefix)
create_timestamp: 2018-03-30 11:17:25.190355644
features: 1 (0x1)

flags: 0 (0x0)

object_prefix: rbd_data.2330174b0dc51

order: 22 (0x16)

size: 52428800 (0x3200000)

snap_seq: 0 (0x0)

List of Listings 5.3: rbd__header metadata

Another capability of Vampyr is that it finds RBD metadata; the rbd_header object
metadata for example shows correctly that the RBD was named myrbd! with a size of

50 MiB (0x3200000) and created at March 30th, 2018 (see Listing 5.3).

Since all RBD-related objects can be found on all three OSD images of each state
(rbdcreated, filewritten, filewritten2) it is possible to extract all information from each
of the OSDs. In other setups with more OSDs this will be different. In a real-life
scenario a Ceph cluster has more than three OSDs and not every OSD contains a full set
of objects. An OSD then contains only a subset of objects and it is necessary to analyze
more than one OSD to be able to restore the full RBD content. Nevertheless, this test

case shows that the data extracted by Vampyr is correct.
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Prefix -> Object
100 -> 00000000, 00000000.inode
200 -> 00000000, 00000001
400 -> 00000000

500 -> 00000000

600 -> 00000000

601 -> 00000000

602 -> 00000000

603 -> 00000000

604 -> 00000000

605 -> 00000000

606 -> 00000000

607 -> 00000000

608 -> 00000000

609 -> 00000000
mdsO_inotable ->
mdsO_sessionmap ->
mds_snaptable ->

List of Listings 5.4: CephF'S objects with application category data

5.2.2. CephFS

Analyzing the CephFS content on OSD images (states cephfsused and cephfsused?2)

shows that the existence of a CephF'S can be verified using Vampyr.

Pools containing the string “cephfs” in their name can be found in the decoded osdmap
and inc_ osdmap objects. A Ceph user may choose names not containing “cephfs”, but
it is likely that users choose speaking names for their pools. In case pools are named in
a way that their usage is not obvious, the existence of objects described below indicate

that a CephF'S is present.

The object with inode number 1, i.e. the root directory, is found. Objects with 3-
digit-prefix and prefix mds — as used for objects of the application data category — are

found (see Listing 5.4). They hold for example journal data of CephF'S.
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Object List:

Prefix -> Object
10000000003 -> 00000000
10000000004 -> 00000000
10000000005 -> 00000000
10000000006 -> 00000000
10000000007 -> 00000000
10000000008 -> 00000000
10000000009 -> 00000000
1000000000a -> 00000000
1000000000b -> 00000000
1000000000c -> 00000000
10000000004 -> 00000000
1000000000e -> 00000000
1000000000f -> 00000000
10000000010 -> 00000000
10000000011 -> 00000000
10000000012 -> 00000000
10000000013 -> 00000000
10000000015 -> 00000000, 00000001, 00000002, 00000003, 00000004
10000000016 -> 00000000
10000000017 -> 00000000

List of Listings 5.5: Objects for CephF'S files at state cephfsused

As expected (see Chapter 3.3.4 and Figure 3.6), the actual file contents are placed
into objects with the object name containing the inode number (see Listing 5.5).

vampyr-rebuild.py can recreate the ZIP file that is contained in the test data from
the data of inode 10000000015. The other objects contain the content of the other test
files. The extracted files were checked using their MD5 checksums against the original
files. The MD5 checksums of the objects and the rebuilt ZIP file match the checksums
of the original test data. Table 5.1 contains a mapping of seven original files to the
CephF'S inode using the MD5 checksum. This shows that Vampyr is able to correctly
restore data from an OSD.

Data of the file name and metadata category is not yet completely available in the

KV store. The reason for this is that the data is still in the CephF'S journal and not
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MD5 checksum original file inode
€8283c2d47ee935cee695eb8354d5216  blyde-river-canyon_ 1000000000f
19613751584 _o. jpg
8e280cd327f251205f77c56d09%e3calb  blyde-river-canyon_ 10000000009
20210140976_0. jpg
616£809681d8509caefc2da34a2f4475 blyde-river-canyon_ 1000000000a
20242204791 _0. jpg
1lac540f97ad4bdd5bd4cdbc92217516a blyde-river-canyon_ 10000000004

20242208371 _0. jpg
6b1c5d796553e9f2f258ab1fcb5f141a cape-point_19613681554_o. jpg 1000000000c
5c¢d85d30b34a867ca9dfdecc6561b49e  cape-point_20048295750_o.jpg 10000000011
f9a7abfaa3eaede8baldede570704a296 cape-point_20236333875_o. jpg 10000000016

Table 5.1.: MD5 checksums of seven test data files and objects in state cephfsused on
vm912.

yet applied to the KV store. Thus, the directory structures and file names cannot be
recreated. The data can be found in object 200.00000001.

The state cephfsused2 was created to ensure that the journal is applied and some
metadata written to the KV store. From this state Vampyr can recreate the file system
structure and file names of the different test files in directories test_files and test_
files2. Vampyr is not able to reconstruct the file system structure and file names of
all of the 10,000 empty files. This data is available in the KV store only up to file
empty_1819. The rest of the information is still in the journal. The journal objects now

have the IDs 0, and 6 — 11.

Comparing Foremost and Vampyr Results

Foremost is — as mentioned previously — a file carving tool. In order to ensure that
Vampyr extracts the same amount or more files — but not less — than a file carving tool,
Foremost was used to find the CephFS files on cephfsused2 images. Foremost version
1.5.7 was executed to carve JPEG and ZIP files.

Foremost is able to find the JPEG files, but it is not able to find complete ZIP files
in CephFS. It finds both copies of each JPEG file. It also detects the start of the ZIP

files, but it is not able to find all fragments.
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Extracting CephFS Data from a SAP HANA Test Environment

Vampyr was also tested with an OSD image from a SAP HANA test environment. The
OSD is one of 30 OSDs in the cluster. It does not hold information of the application
data category — the objects containing this data reside on other OSDs. Only a subset
of the files that are stored in the file system can be found on the OSD; and for larger
files only a subset of objects that contain the file’s data are stored on a single OSD.
Therefore, it is only possible to restore smaller files completely. This is an important
constraint of OSD analysis that is inherent to the way Ceph distributes across a cluster.

The KV store contains usable data of the file name and metadata category. By using
this data it is possible to restore directory structures, file names, file permissions and

timestamps.

5.2.3. osd_superblock, osdmap, inc_osdmap

The OSD images were checked whether valid osdmap data can be extracted from them
or not.

An interesting finding is that the images of state filewritten2 contain KV entries
for osdmap objects that are not yet written to disk — the physical extents allocated for
the osdmaps are still empty. This means that the KV store does not always exactly
reflect the state of the on-disk data.

Tests using the --scan option show that it can find the same osd_superblock,
osdmap, and inc_osdmap objects as found when using the --xall option. This might not
be true for setups with larger osdmap objects in case they are stored in non-contiguous
physical extents.

Vampyr can also decode the different data structures correctly. For example time-
stamps of events, OSD state changes, the creation of new pools, and IP addresses of

servers are correctly decoded and listed. The extracted crushmaps can then be decoded
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0x00010000: header --> 8-5-0x1f9: Offset of end: 66047 (0x101ff)
0x00010006: cluster_fsid --> ab118908-9ela-3f65-893c-2ea0146fefb3
0x00010016: whoami --> 71 (0x47)

0x0001001a: current_epoch --> 13950 (0x367e)

0x0001001e: oldest_map --> 10991 (0x2aef)

0x00010022: newest_map --> 13950 (0x367e)

List of Listings 5.6: Decoded osd__ superblock object data

using the Ceph crushtool. This proves that the Vampyr decoders for osdmap objects are

correct and the recovery is successful.

Scanning an OSD for osdmap Data Structures

During analysis of a single, randomly chosen OSD from a test environment, it was
possible to find 13538 valid osdmap data structures, 1537 valid inc_osdmaps and the
osd__superblock object. The osd__superblock object (Listing 5.6) shows that the oldest

osdmap known to the KV store is osdmap.10991 and the newest osdmap.13950.

By scanning the OSD for osdmap data structures it was possible to decode osdmaps

from epoch 416 to 13950, and inc_ osdmaps from epoch 417 to 13950.

Object osdmap.416 is from 2018-06-06 13:38:34, osdmap.10991 from 2018-06-13 11:28:29,
and osdmap.13950 from 2018-06-19 13:29:18. Object inc_ osdmap.417 is from 2018-06-
06 13:38:35, inc_ osdmap.10991 from 2018-06-13 11:28:29, and inc_ osdmap.13950 from
2018-06-13, 13:29:18.

This shows that it is possible to extract significantly more data by fully scanning the
OSD itself than by relying on OSD metadata in the KV store. In this test case there
are about 4.5 times more valid osdmaps than the metadata showed, but about 3% of

the osdmaps (osdmap.1 to osdmap.415) are already lost.
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5.3. Completeness

Ceph is a versatile software with several applications and extensions running on top of it.
Because of the limited timespan for creating Vampyr it was not possible to implement
decoders and handlers for every kind of data structure. However, there are several
aspects to consider in regards to completeness of the implementation.

In order to load the KV store, Vampyr needs to parse the complete transaction log.
This means that Vampyr has to understand all operations (Table 3.13). If Vampyr did
not understand all operations, it could not rebuild the state of BlueF'S, locate the file
contents, and extract them. Therefore, Vampyr can parse the complete set of BlueF'S
operations and rebuild every state of a BlueFS. Dozens of tests with OSDs from the
test environments show that Vampyr handles the data correctly and restores the files
completely.

The most important aspect is that Vampyr must be able to parse all 0-rows of the KV
store. These rows are crucial for finding object data on disk. They also contain data of
the metadata and file name category. Even if Vampyr were not able to decode other rows
— for instance M-rows —, Vampyr would be able to list object names, modification times,
and sizes and locate the object content on disk. Vampyr can parse O-rows of different
setups, but two features are missing: First, Ceph may compress parts of the object data,
but Vampyr is not yet able to decompress it. Second, Ceph stores checksums in 0-values,
but Vampyr does not check them.

Another aspect is the high variety of metadata types in M-rows. Ceph stores CephF'S
metadata, but also other metadata with this prefix. The parser for M-rows handles
metadata types found by code review and was checked against several OSD images. If
the parser finds an unknown metadata type, it is not ignored, but presented undecoded
as a hexdump.

In summary, it can be stated that Vampyr meets the goal to analyze BlueStore OSDs

(see Chapter 1.2). It extracts objects and their metadata. In case of RBD-related and
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CephFS-related objects, it can put the metadata in the right context — for example, it
restores CephF'S file names and directory structures. Furthermore, it is able to decode

osdmap data and can even find osdmap data in unallocated areas of an OSD.

This is a first-of-a-kind as no other tool existed so far that can recover Ceph BlueStore

data.

5.4. Runtime Performance

Runtime performance was not the key focus during the implementation of Vampyr.
Many operations — for example extracting data or reading data from the OSD image —
depend on the storage of the computer that runs Vampyr. If the image is located on an
SSD, Vampyr may run faster than if the image is stored on an HDD. Other operations

like parsing the KV store datasets do not depend on storage performance.

Table 5.2 shows the loading and parsing speed of five different operations. Vampyr
was run with four different OSD images: The OSDs of vim911 at the states filewritten2
and cephfsused2, as well as two OSDs of SAP HANA test environments. Both HANA

OSDs were used for some time and held more objects than the OSDs of vm911.

The transaction log time is the time that Vampyr needs to read and parse the BlueF'S
transaction log. Table 5.2 shows that the transaction logs consist at maximum of 4009
transactions and are loaded within up to two seconds. This operation depends on the
I/0 speed of the storage subsystem. However, Ceph shrinks the transaction log as soon
as it exceeds a certain size. Therefore, the size of the transaction log will not grow so
much that it will lead to significant loading times for Vamypr.

The 1db time indicates how much time it takes until Vampyr loaded all datasets into
memory using 1db. The loading time depends on the size of the KV store — and the size
of the KV store depends on the number of objects and amount of metadata stored on

the OSD.
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filewritten2 cephfsused2 SAP HANA 1 SAP HANA 2

transaction log time <1s 2s <l1s 1s
transaction log size 742tz 4009tz 130tz 1839tz
parsing speed > 742tz /s 2004tz /s > 130tz /s 1839tz /s
1db time <1s <l1s 58 1s
1db size 1095d 9601d 382698d 35483d
loading speed > 1095d/s > 9601d/s 76540d/ s 35483d/s
O-rows time <l1s 2s Y] 08
# O-rows 375d 2963d 4586d 27596d
parsing speed > 375d/s 1481d/s 917d/s 5519d/s
M-rows time <1s 3s 36s <1s
# M-rows 595d 6407d 364228d 4016d
parsing speed > 595d/s 2136d/s 10117d/s > 4016d/s
b-rows time <ls <ls <ls <ls
# b-rows 6d 22d 13838d 3616d
parsing speed > 6d/s > 22d/s > 13838d/s > 3616d/s

Table 5.2.: Parsing and loading times of different datasets. tx stands for transactions of
the transaction log. d stands for dataset.

The time to parse certain prefixes is listed for O-rows, M-rows, and b-rows because
they hold a significant amount of data. The most interesting data shows the image SAP
HANA 1. The parsing speed for O-rows is low in comparison to cephfsused2 and SAP
HANA 2 (917d/s vs. 1481d/s and 5519d/s). The reason for the lower speed might be
that the 0-rows of SAP HANA 1 hold more or more complex data.

At the same time SAP HANA 1 holds more M-rows than SAP HANA 2 (364228d vs.
4016d). It takes 36 seconds to parse them, but the parsing speed is higher than for
cephfsused2 (10117d/s vs. 4016d/s).

Summarizing the measurements, the overall parsing speed for the KV store depends
on the amount, but also on the types of objects and metadata stored on an OSD. Since
Vampyr loads datasets with a certain prefix only if they are required, the overall runtime

of Vampyr depends on the chosen command line parameters.
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6. Summary & Conclusion

This thesis gives an overview about recovery of data located on BlueStore OSDs. Ceph
— together with BlueStore — is a sophisticated software that stores data and metadata
of different use cases encoded on OSDs of servers in a cluster. RBD and CephFS — as
applications on top of RADOS — translate and store their data as objects and metadata
in RADOS. RADOS itself stores cluster specific management information in form of
osdmaps and a key-value store within BlueF'S.

The second part of this thesis takes the knowledge gained in the first part and describes
Vampyr, the implementation of a forensic tool that analyzes tha data and metadata of
an OSD. An inherent limitation of Vampyr is that Ceph stores data distributed across
cluster nodes. If only one OSD is available for analysis, only a part of data and metadata
can be analyzed and restored. With a larger number of OSDs a larger percentage of data
and metadata can be analyzed by Vampyr.

Since not all aspects and all conditions of BlueStore and Ceph cluster configurations
were within scope due to time constraints, there are certain limitations (Chapter 6.1).

Further investigations on this topic are thus recommended (Chapter 6.2).

6.1. Current Limitations

At present, the most important limitation of Vampyr to be considered is that it only

analyzes BlueStore OSDs — FileStore was not within the scope of this thesis, so it was
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not implemented in Vampyr. Since both OSD backend types are completely different
(Chapter 2.2), FileStore requires its own analysis and implementation.

This thesis analyzes OSDs, where the KV store is located in the BlueFS of this OSD.
However, there are configuration options that allow the KV to be partially located on
a faster device, a larger device, or both (Chapter 2.2.2). So far, Vampyr is not able to
analyze the databases located outside of the primary device. However, Vampyr is able
to recover the full BlueFS data and metadata when located on the primary device.

Furthermore, Vampyr is not yet able to analyze CephFS journaling data from objects
with prefix 200.. These objects hold data from the file name category and the metadata
category (Chapter 3.3.4).

This thesis aimed to analyze the applications RBD and CephFS. RGW and librados
are not part of the analysis. While Vampyr is able to find objects that were written
using these interfaces, interface-specific metadata or objects may not be decoded in a
useful manner.

Additionally, decompression of compressed object data is not implemented in Vampyr
— Ceph compresses object data if it is configured by the administrator and the compressed
data is significantly smaller than the uncompressed data. The same applies to checksum
validation of CRC32 checksums. So far, no Python-based CRC32 algorithm library was
found that can validate the checksums written by Ceph. Such a library is a prerequisite

to support checksum validation, for example for the BlueStore superblock.

6.2. Future Work

There are different aspects from a research and implementation point of view that can

be part of further analyses and implementation work.

BlueStore and FileStore FileStore was not within the scope of this work. An exam-

ination of FileStore can find approaches to analyses of FileStore OSDs. Furthermore,
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a comparison of BlueStore and FileStore may reveal differences or similarities between

both backends and could lead to a more general approach to Ceph OSD analysis.

RGW and librados Since RGW and RADOS access via librados are not part of this
research, an analysis of both access interfaces may find and describe RGW-specific or
librados-specific evidence. These insights would also require additional implementation

work to make them accessable for Vampyr.

CephFS This work gives a good understanding of CephFS-specific data on an OSD.
However, future work can focus on researching the CephFS behavior when deleting,
overwriting, extending, or moving files, or performing other file system operations. Fur-
thermore, the journal objects require further research. They hold information about
recent changes in a CephF'S that cannot be found elsewhere, but Vampyr is not yet able

to decode this information.

Vampyr features Some aspects and features of BlueStore were not implemented in
Vampyr. Unhandled features, such as Ceph object compression and checksum validation,
need further implementation effort. Furthermore, it is possible to implement additional
features that make use of the insights shown in this thesis and present data in a different

way. An advanced feature could be to compare and correlate data of multiple OSDs.

BlueStore development Test data for Vampyr was created using Ceph version 12.2
(Luminous). Since Ceph and BlueStore are actively developed and extended with new
features, new data structures are expected to appear in future Ceph releases. This leads
to the necessity of reviewing and updating the results of this work with data of new

Ceph releases.
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6.3. Conclusion

There are three main results of this thesis.

The first result is a documentation of Ceph data structures like superblocks, the
BlueF'S transaction log, or datasets in the key-value store. This was achieved by source
code and hexdump analysis. This documentation helps understanding how BlueStore
works.

The second result is the comprehensive view of BlueStore and how the different compo-
nents — mainly BlueFS, RADOS, RBD, and CephF'S — work together. It explains — based
on the Carrier model — which data structures can be used to find certain information.

The third result is Vampyr. Vampyr is designed and implemented from scratch and
allows to extract and present data physically residing on Ceph BlueStore OSDs. This
enables forensic analysis of a Ceph cluster. A part of the implementation work is the
creation of training data to verify correctness of the analysis. This data includes images
of OSDs at different defined states of a Ceph cluster.

Future research could be carried out on analyzing additional applications besides RBD
and CephFS. New features of Ceph like compression and deduplication also manifest in
different physical data structures that each need their own research and implementation
work in Vampyr.

Overall, forensic analysists can benefit from this thesis and from Vampyr when ana-
lyzing public, hybrid, or private clouds that use Ceph as their storage backend. Vampyr
performs better than a file carving tool because it can handle fragmented data, it presents
metadata, and it decodes Ceph-specific content. It can also combine data of different
OSDs when restoring files. Additionally, Vampyr provides functionality to extract un-
allocated areas and slack spaces in order to make them available to other forensic tools

such as file carving tools.
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A. Attachments

The DVD attached to this master thesis contains:
e this thesis as PDF file
e directory test_files with data that was copied into CephF'S

e directory osd_images

— directories emptyosd, poolcreated, poolinit, rbdcreated, filewritten,
filewritten2, cephfscreated, cephfsused, cephfsused2; each containing

three OSD images (one per test server)

— directory rbd_states with the extracted RBD data from states filewritten

and filewritten2

e Vampyr source code (vampyr-1.0.0.tar.gz)
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B. Hexdumps

B.1. BlueStore Superblock

101

00000000:
00000010:
00000020
00000030:
00000040
00000050
00000060
00000070
00000080
00000090:
000000a0:
000000b0:
000000c0:
000000d0:
000000e0:
000000£0:
00000100:
00000110:
00000120:
00000130:
00000140:
00000150:

626c 7565 7374
6465 7669 6365
3361 3636 2d34
6364 3236 3530
0000 6683 1e26
a886 0000 cOff
2318 0400 0000
0000 626c 7565
0063 6570 685f
3166 3132 3630
2d62 3533 612d
6338 0200 0000
0700 0000 726f
6167 6963 1400
2076 6f6¢c 756d
6d6b 6673 5f64
0700 0000 6£73
5141 6a79 3574
5370 614f 3657
666d 4c61 513d
0500 0000 7265
616d 6901 0000

6£72
0a36
3534
3561
3a66
1800
6461
6673
6673
2d62
6132
6b76
636b
0000
6520
6f6e
645f
6174
6874
3405
6164
0030

6520
3638
372d
3838
4547
0000
696e
0100
6964
3538
3164
5£62
7364
6365
7630
6503
6b65
4a70
5052
0000
7906
67el

626¢
3331
3936
360a
9646
24cb
0800
0000
2400
662d
3962
6163
6205
7068
3236
0000
7928
4447
454f
0072
0000
59b7

6£63
6532
3436
0201
Tcd2
9bba
0000
3109
0000
3466
3336
6b65
0000
206f
0900
0079
0000
7841
7678
6561
0077
0000

6b20
362d
2d37
1601
6505
aalb
0600
0000
6538
3465
3137
6e64
006d
7364
0000
6573
0041
4143
4559
6479
686f
0000

bluestore block
device.66831e26-
3a66-4547-9646-7
cd26505a886. .. ..
..f..&:fEG.F| .e.

..bluefs....1...
.ceph_fsid$...e8
1£1260-b58f-4fde
-b53a-a21d9b3617
c8....kv_backend
....rocksdb....m
agic....ceph osd
volume vO026....
mkfs_done....yes
....osd_key(...A
QAjy5tatJpMGxAAC
Spa06WhtPREOVXEY
fmLaQ==....ready
....ready....who
ami....O0g.Y.....

List of Listings B.1: Hexdump of a BlueStore superblock.

B.2. BlueFS Superblock

00001000:
00001010:
00001020:
00001030:

0101 4£00 0000 9abb 96ec 0b8d 4£74 9c43
68fc al73 11a3 6683 1e26 3a66 4547 9646 h..s..f..&:fEG.F
7cd2 6505 a886 0100 0000 0000 0000 0010
0000 0101 1400 0000 0180 2000 0000 0000

..0....[....0t.C

=
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00001040: 0000 0000 0100 0000 0101 0700 0000 £3ff ................
00001050: 0500 8320 0149 b7e4 5d00 0000 0000 0000 ... .I..1.......

List of Listings B.2: Hexdump of a BlueF'S superblock.

B.3. OSD Superblock

00010000: 0805 £901 0000 e81f 1260 b58f 4fde bS53a ............ ON.:
00010010: a21d 9b36 17c8 0000 0000 4100 0000 0100 ...6...... A....
00010020: 0000 4100 0000 0000 0000 0000 0000 0000 ..A.............
00010030: 0000 0000 0000 0000 0000 0000 0000 0000 ................
00010040: 0000 0000 0000 fef7 0100 0000 0000 Of00 ................
00010050: 0000 0100 0000 0000 0000 1a00 0000 €696e .............. in
00010060: 6974 6961 6c20 6665 6174 7572 6520 7365 itial feature se
00010070: 7428 7e76 2e31 3829 0200 0000 0000 0000 t(~v.18)........

00010080: 0d00 0000 7067 696e 666f 206f 626a 6563 ....pginfo objec
00010090: 7403 0000 0000 0000 000e 0000 006f 626a t............ obj
000100a0: 6563 7420 6¢c6f 6361 746f 7204 0000 0000 ect locator.....
000100b0: 0000 0010 0000 006c 6173 745f 6570 6£f63 ....... last_epoc
000100c0: 685f 636¢c 6561 6e05 0000 0000 0000 000a h_clean.........
000100d0: 0000 0063 6174 6567 6f72 6965 7306 0000 ...categories...
000100e0: 0000 0000 000b 0000 0068 6£62 6a65 6374 ......... hobject

000100£0: 706f 6f6c 0700 0000 0000 0000 0700 0000 pool............
00010100: 6269 6769 6e66 6£08 0000 0000 0000 000b biginfo.........
00010110: 0000 006c 6576 656¢c 6462 696e 666f 0900 ...leveldbinfo..
00010120: 0000 0000 0000 0a00 0000 6c65 7665 6¢c64 .......... leveld
00010130: 626c 6£67 0a00 0000 0000 0000 0a00 0000 blog............
00010140: 736e 6170 6d61 7070 6572 0cO0 0000 0000 snapmapper......

00010150: 0000 1100 0000 7472 616e 7361 6374 696f ...... transactio
00010160: 6e20 6869 6e74 730d 0000 0000 0000 000e n hints.........
00010170: 0000 0070 6720 6465 7461 206f 626a 6563 ...pg meta objec
00010180: 740e 0000 0000 0000 0014 0000 0065 7870 t............ exp
00010190: 6c69 6369 7420 6d69 7373 696e 6720 7365 licit missing se
000101a0: 740f 0000 0000 0000 0010 0000 0066 6173 t............ fas
000101b0: 7469 6e66 6£20 7067 2061 7474 7210 0000 tinfo pg attr...
000101c0: 0000 0000 0016 0000 0064 656¢c 6574 6573 ......... deletes
000101d0: 2069 6e20 6d69 7373 696e 6720 7365 7441 in missing setA
000101e0: 0000 003b 0000 0066 831le 263a 6645 4796 ...;...f..&:fEG.

000101f0: 467c d265 05a8 8600 0000 0000 0000 0000 Fl.e............

List of Listings B.3: Hexdump of an OSD superblock object.
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C. Helper Scripts

C.1. Script empty-files.sh

103

#!/bin/bash
if [[ -z "$1" 1]
then
echo "error"
exit 1
fi
DIR=$1
declare -i i
for i in {0..9999}
do
x=$((1%10))
dir=dir_$((i/10))
if [[ $x == 0 1]
then
mkdir -p $DIR/$dir
fi
touch $DIR/$dir/empty_$i
done
sync

List of Listings C.1: Script to create 10000 empty files in a certain directory.
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D. Other

D.1. LVM Metadata Example

# Generated by LVM2 version 2.02.168(2) (2016-11-30): Sat Aug 18 13:32:33 2018

contents = "Text Format Volume Group"
version = 1

description = "vgcfgbackup -f vm911.lvm.backup.txt ceph-e81f1260-b58f-4f4e-bb53a-<«~
—a21d9b3617c8"

creation_host = "vm911" # Linux vm911 4.9.0-6-amd64 #1 SMP Debian 4.9.88-1+deb9ul <
—(2018-05-07) x86_64
creation_time = 1534591953 # Sat Aug 18 13:32:33 2018

ceph-e81£1260-b58f-4f4e-b53a-a21d9b3617c8 {
id = "dIWVYa-cckw-VMtv-erJ2-NkcF-03wy-YCReaf"

seqno = 16

format = "lvm2" # informational
status = ["RESIZEABLE", "READ", "WRITE"]
flags = []

extent_size = 8192 # 4 Megabytes

max_lv = 0
max_pv = 0
metadata_copies = 0

physical_volumes {
pvO {
id = "x6DxI6-cWZ1-VPFY-KGs7-9LTv-JQ5b-bYEVNN"
device = "/dev/sdb" # Hint only

status = ["ALLOCATABLE"]

flags = []

dev_size = 209715200 # 100 Gigabytes
pe_start = 2048

pe_count = 25599 # 99.9961 Gigabytes
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logical_volumes {

osd-block-66831e26-3a66-4547-9646-7cd26505a886 {

id = "yL2G7n-9cbV-yQPP-pInm-aLXv-OhA6-tAECND"

status = ["READ", "WRITE", "VISIBLE"]

flags = []

tags = ["ceph.type=block", "ceph.osd_id=0", "ceph.osd_fsid=66831e26-3a66<—
—$-4547-9646-7cd26505a886", "ceph.cluster_name=ceph", "ceph.cluster_fsid=e81£1260<>
—-bb58f-4f4e-b53a-a21d9b3617c8", "ceph.encrypted=0", "ceph.cephx_lockbox_secret<—
«—=", "ceph.crush_device_class=None", "ceph.block_device=/dev/ceph-e81f1260-b58f«
—-4f4e-b53a-a21d9b3617c8/0sd-block-66831e26-3a66-4547-9646-7cd26505a886", "ceph.<—
—block_uuid=yL2G7n-9cbV-yQPP-pInm-alLXv-0hA6-tAECnD"]

creation_time = 1520159523 # 2018-03-04 11:32:03 +0100

creation_host = "vm911"

segment_count = 1

segmentl {
start_extent 0
extent_count = 25599 # 99.9961 Gigabytes

type = "striped"
stripe_count = 1 # linear

stripes = [
llpvo n , O
]

List of Listings D.1: LVM metadata of a Ceph OSD created using vgcfgbackup.
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